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Abstract

To address the requirement for high-speed encryption of large amounts of data, this study improves the widely
adopted cipher block chaining (CBC) mode and proposes a controllable parallel cipher block chaining
(CPCBC) block cipher mode of operation. The mode consists of two phases: extension and parallel encryption.
In the extension phase, the degree of parallelism n is determined as needed. In the parallel encryption phase, n
cipher blocks generated in the expansion phase are used as the initialization vectors to open n parallel encryption
chains for parallel encryption. The security analysis demonstrates that CPCBC mode can enhance the resistance
to byte-flipping attacks and padding oracle attacks if parallelism n is kept secret. Security has been improved
when compared to the traditional CBC mode. Performance analysis reveals that this scheme has an almost
linear acceleration ratio in the case of encrypting a large amount of data. Compared with the conventional CBC
mode, the encryption speed is significantly faster.
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1. Introduction

The perception of data on the Internet of Things [1] and the storage and utilization of data by cloud
computing [2] have promoted the emergence of the big data era, which provides valuable judgment ability
by analyzing data quickly. The analysis technology of massive data has garnered significant attention.
Data has been scaling up to the TB level, with high-value data becoming a crucial competitive asset. At
the same time, the security and availability of data are also facing new challenges. Developing high-speed
mass data encryption technology is crucial for maintaining data confidentiality and preventing
unauthorized tampering.

At present, the main scheme of big data encryption is the combination of the block cipher [3] and the
public key cryptosystem [4]. Typically, the block cipher is used to encrypt large data first, and then the
public key cryptography is used to encrypt and protect the key of the block cipher. In 1980, the National
Bureau of Standards (now NIST) introduced four modes of operation for block ciphers [S]. They are
electronic codebook (ECB), cipher block chaining (CBC), cipher feedback (CFB), and output feedback
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(OFB). On this basis, various modes have been proposed, such as offset codebook (OCB) [6], integrity
aware parallelizable mode (IAPM) [7], EAX [8], etc.

Among them, CBC mode is simple and easy to operate and has better security than other modes of
operation with the security of choosing plaintext attacks. Moreover, the duplicate plaintext block does
not reveal this duplication in the ciphertext, thus avoiding certain limitations of ECB mode. Therefore,
CBC mode is extensively utilized, and big data encryption is also often used in CBC mode.

CBC mode encrypts one plaintext block at a time, using the same key k for each encryption. The input
of the encryption algorithm is the XOR of the current plaintext block and the previous ciphertext block.
However, for the first block, the input is XOR of the first plaintext block and a random initialization
vector IV.

The plaintext block in CBC mode is marked as m;. The corresponding ciphertext block is denoted as
¢; (1 £i<5),and s is the total number of blocks. Then, the encryption equation for CBC mode is as
follows:

i

_ {Ek(m1@”/), i=1 |
TEmi®ci_y), i=2 (1)

The decryption equation is

- {W@Dk(cl), i=1
Elem1®Di(cp), 22

@)

It can be seen that there is feedback iteration in CBC mode, which falls under serial encryption and
limits the speed of data encryption. However, in the era of big data, data has the characteristics of large
volumes and diverse types. Conventional encryption technology has some restrictions on the speed of
encryption. Therefore, it is crucial to develop a parallel cryptography system that incorporates parallel
computing theory [9] to effectively encrypt massive data and ensure the security of core data.

This paper proposes a new mode called controllable parallel cipher block chaining (CPCBC) mode,
which allows for flexible control over the degree of parallelism to enhance encryption speed in CBC
mode. The linear acceleration ratio can be almost achieved without changing the cryptographic
characteristics of the original block cipher mode of operation.

2. Related Work

In 2015, El-Semary and Azim [10] proposed a novel block cipher mode of operation known as the
counter chain (CC) mode. It integrates the CBC block cipher mode of operation with the counter (CTR)
mode in a consistent way. The mode of operation addresses the limitations of parallelization in the CBC
mode and the dependency on chaining in the counter mode.

In 2018, Sahi et al. [11] proposed a mode called parallel block cipher (PBC), which allows for the
parallel processing of cipher blocks. The PBC mode demonstrated a 60% reduction in execution time
compared to the CBC mode. Furthermore, the hash value of the data file might be utilized to provide an
integrity check in addition to encryption using AES-128.
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Although both modes of operation improve encryption speed, they fail to fully take advantage of the
benefits of parallel multiprocessing. The mode proposed in this paper allows for flexible control of

parallelism according to requirements, resulting in an acceleration ratio that is nearly linear.

3. Notations

For ease of expression, some of the notations in this paper are presented in Table 1.

Table 1. Notations

Notation Description Notation Description
m; Plaintext block in CBC mode Ci Ciphertext block in CBC mode
m]‘: Plaintext block in CPCBC mode cji Ciphertext block in CPCBC mode
m]‘: [x] xth byte of plaintext m]‘: c} [i] xth byte of ciphertext cji
w Initialization vector k Key
/ Block length s Total number of blocks
Ey (m]‘:) Encrypt plaintext block m]‘: with key k& Dy, (c]-i) Decrypt ciphertext block Cji with key k&
allb Joining operation of strings a and b |m| Length of plaintext m

The superscript i and the subscript j of the plaintext block m} and ciphertext block c]-i determine the

rows and columns in which the block is located.

4. CPCBC Mode of Operation

The core idea behind the CPCBC mode involves the creation of new encryption chains by utilizing
specific ciphertext as initialization vectors. The CPCBC mode comprises of two phases: extension and
parallel encryption. Before encryption, the plaintext must be padded with PKCS#7 padding scheme [12].

Based on the subscriptx (1 <x<s, s= llillj + 1) of the xth plaintext block m, in the CBC mode,

the superscript i and the subscript j of m]‘: and cji can be determined in the CPCBC mode: i = E],

._{xmodn, xmodn # 0
" n, xmodn =20

4.1 Outline of the Mode

The encryption equation for CPCBC mode is:
E(mi®IV), i=1andj=1
¢l ={Ex(m/®cl,), i=1and j =2 3)

j
Ek(mlé@cji‘l), i>2

The decryption equation is:
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Dp(cH®IV, i=1andj=1
m = Dk(c})@c]:l_l, i=1landj =2, @)
Di(c))®cf ™, i =2

The encryption and decryption diagrams of the CPCBC mode are shown in Fig. 1.
For the last line in encryption mode, the ideal case is when the number of plaintext blocks is evenly
divisible by the parallelism », as shown in Fig. 1(a). In actual encryption, the number of plaintext blocks

n, smodn=20

on the last line is d = {smodn, smodn + 0

The CPCBC mode encryption algorithm is presented in Algorithm 1 and the decryption algorithm is
presented in Algorithm 2.

Algorithm 1. CPCBC mode encryption algorithm

Require:
Initialization vector IV, Key k, Plaintext m, and Parallelism »n
Result: Ciphertext ¢
1: Fill in the plaintext m according to PKCS#7 scheme
2: Partition m into mi, m3, ---,mk, m?,m2,---m2,---,my, ms, ---mj,
3:c « Ex(IV ®md)
Fori « 2tondo
¢l « Ex(ci, ®@my)
4: The jth processor(1 < j < n) performs the following operations:
Fori « 2tordo
¢f « Ex(cf "t @m))
5: Concatenate the grouped ciphertext
cectlci - NeplicEhcZil-=Ncall-=Ncillchll-Ilch
6: return ¢

Algorithm 2. CPCBC mode decryption algorithm

Require:
Initialization vector IV, Key &, Ciphertext ¢, and Parallelism n
Result: Plaintext m
1: Partition ¢ into ci, ¢, -+, c}, c?,¢2,---c2,-+,cl,ch, - c}
2:ml < IV @ Dp(c})
Fori « 2tondo
mi < ¢y @ Di(c))
3: The jth processor (1 < j < n) performs the following operations:
Fori « 2 tordo
m} “ cji_1 ) Dk(cj-i)
4: Remove the padding of the plaintext
5: Concatenate the grouped plaintext
memilmil-Imilim2imZi-Im2il-lImlImsl- | mj
6: Return m

4.2 Extension Phase

In CPCBC mode, i = 1 is called the extension phase, as shown in Fig. 1(a). For the plaintext block
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mj_, and m} (2 < j < n) in the extension phase, m;_, represents the preceding block of m}, and m; is

the successor block of mjl_l.
The parallelism » is determined based on the number of processors in the actual encryption scenario
and the encryption requirements. By ranking » blocks per row, the total number of rows can be

determined as r = E] In this phase, the first n blocks, i.e., m} (1 < j < n), must be encrypted according

to the CBC mode, which are the n blocks in the first row. Then, the encryption equation is ¢} =

J
{Ek(m%EBIV), j=1 Dy(chHelv, j=1

. . , 002E
Ex(mi®c,), 2<j<n Di(c)®cly, 2<j<n

The decryption equation is mjl = {

4.3 Parallel Encryption Phase

In CPCBC mode, i > 2 is called a parallel encryption phase, as shown in Fig. 1(a). For the plaintext
block m}_l and m}' (1 £ j < n) in the parallel encryption phase, m}_l represents the preceding block of
L

m}, and m]‘: is the successor block of mj:_l. The preceding and successor blocks in the parallel encryption

phase are » blocks apart in the combined ciphertext due to the arrangement of the plaintext and ciphertext

in rows.

aseyd uorsuayxy

aseyd uondKious [ajeied

(@ (b)
Fig. 1. (a) Encryption and (b) decryption diagram of the CPCBC mode.

During this phase, the n ciphertext blocks generated in the extension phase are utilized as initialization
vectors to open # parallel encryption chains. These chains exhibit independent and parallel relationships.
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In the same chain, the encryption remains in CBC mode. Then, the encryption equation for the parallel
encryption phase is cji = Ek(m}EBcj"_l), i>2,1<j<n . The decryption equation is c' =

]
Di(c))®c ™ iz2,1<j<n

5. Security Analysis

The phases of this scheme, the extension phase and the parallel encryption phase, are essentially still
CBC modes. The extension phase generates ciphertext ci,ci, -, c} serially. Then, these n blocks are
used as initialization vectors for the parallel encryption phase, allowing for the opening of » parallel
encryption chains. Due to the good randomness of ciphertext and the dependence on plaintext m and
initialization vector IV, the encryption result becomes highly unpredictable. Therefore, this mode of
operation preserves the security features of the conventional CBC mode, which has been proven to be
secure under the left-or-right chosen plaintext attack (LOR-CPA) model [13].

Therefore, we will not focus on demonstrating the security of this scheme from the point of provable
security, but instead, we will examine it from the point of attack route. Currently, there are more effective
attack schemes against CBC mode, such as the byte-flipping attack (BFA) and padding oracle attack
(POA). The security of CPCBC mode is analyzed from these two attacks.

5.1 Byte-Flipping Attack

The core idea of the BFA is to use the influence of the preceding ciphertext block on the latter to
achieve plaintext tampering at specific locations. According to the decryption equation of CPCBC mode
mentioned above, specifically Eq. (4), the encryption of the first plaintext block occurs after XOR with
the initialization vector IV, while the encryption of the following plaintext block occurs after XOR with

the previous block.

Theorem 1. Under the condition that parallelism n is not public, the BFA can still attack CPCBC

mode, and the attack cost is proportional to n.

Proof. Since BFA only considers the relationship between preceding and successor blocks, they are
referred to as N-1 and Nth blocks. Based on the value 4 of one bit of the N-1th ciphertext block and the
decrypted value B of the same position of the Nth ciphertext block, the plaintext C of the Nth plaintext

block at that position can be easily obtained.
C=A®B. )

If we XOR 4 with C, a new 4 can be obtained and can be marked as A’ = A @ C. Replacing 4 with A’
in Eq. (5), the following equation can be derived from the property of XOR.

ABB=ADCOB=CHC=0. (6)

Thus, the calculated plaintext has been tampered with and altered to 0. In addition, the plaintext can be
freely changed to any character X. We only need to XOR A’ with Xandobtain A" = A’ @ X =AP C D
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X. Similarly, the following equation can be obtained according to Eq. (5):

A"OB=AQCHOXPB=CHCHX=X. @)

At this point, the plaintext has been changed to any desired character by modifying the ciphertext. For
the first block, use this principle to change /7. In particular, during the extension phase of CPCBC mode,
¢/ (1 <j<n-—1)is used not only for XOR with m/,,, but also for XOR with m}. This may cause
confusion for potential attackers attempting to tamper with the plaintext in both places.

Given certain known plaintext and ciphertext, along with the ability to locate the preceding ciphertext
block, BFA enables tampering with the plaintext at a specific location. According to the ciphertext layout
in CPCBC mode (shown in Fig. 1(a)), n blocks are separated between cji in the parallel encryption phase
and its preceding block c]-i_l. If parallelism # is not made public, an attacker would have to go through
additional operations to enumerate the value of » in order to achieve plaintext tampering. As the value of
n increases, cracking the attacker becomes more challenging. The average attack time is proportional to 7.

Therefore, compared with the conventional CBC mode, the CPCBC mode proposed in this paper is
more resistant to BFA, and the security has some improvement.

5.2 Experiments on Real Images

The POA involves a recipient who decrypts the received ciphertext and verifies if the decrypted result
satisfies the padding rule. If it does, the recipient returns "Valid"; otherwise, they return "Invalid."
Vaudenay [14] developed this method to attack CBC mode which utilizes the response messages of

ciphertext padding verification. Based on this idea, the POA against CPCBC mode is described below.

Theorem 2. Under the condition that parallelism n is not public, POA can still attack CPCBC mode,
and the attack cost of Step 1 is proportional to n.

Proof. Suppose that the last plaintext block in CPCBCmodeis m}; (1 <d <n,r = E]) Its preceding
block is denoted as m;~!. The corresponding ciphertext blocks are ¢} and ¢!, respectively. The
intermediate result of decrypting the ciphertext block c]-i with symmetric key & is marked as mi',
which indicates that m]‘:’ = Dk(cj-i). The preceding block of cji is c}-i_l. Then, the Eq. (3) becomes m} =

" -

m} &) cjl .

When r = 1 orn = 1, CPCBC mode degenerates to CBC mode, and the attack method is the same as
that in [14]. Therefore, the discussion below is based onr > 2 and n > 2.

If the parallelism 7 is public, m/;~2, the preceding block of m}, is easily located. The attack process is
as follows:

Step 1 (Determine the padding length of the last block): The last block c] is certain to contain
padding, at least a “0x01” and at most sixteen “0x10” (take AES for example). The padding length is
marked as L with an initial value of 16, which is hexadecimal 0x10. An attacker starts with the first byte

to the left of its preceding block ¢! and modifies it to:

ch~v'[0] = ¢571[0] @ L. (®)
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Then, the modified ciphertext is sent to the recipient. The receiver performs the decryption process
and obtains the first byte on the left as m}*[0] = m}'[0] @ c;~*'[0] = m}'[0] ® ¢} *[0] DL =
mg[0] @ L.

At this point, if the recipient returns “Invalid,” m%"[0] is part of the padding, and the padding length
is L. If the “Valid” is returned, then the change in ¢ ~[0] does not affect the padding verification. The
padding length is guaranteed to be smaller than L. The attacker then modifies the next byte by imitating
Eq. (4), subtracts L by one, and transmits it to the receiver again. The above operations are repeated until
the “Invalid” result is returned, which will determine the padding length L.

Step 2 (Crack the plaintext of the last block): Once the padding length is obtained, the attacker can
decipher the plaintext one by one from right to left. From PKCS#7, the last L bytes of the last block are
all L, m4[i] = L(16 — L < i < 16). The attacker first modifies the last L bytes of ¢} ~*.

i Vi = ¢ i @ muli @ (L + 1). )

The value range of i is 16 — L < i < 16. Then, the receiver performs the decryption process and
obtains the last L bytes as mj[i]* = mi[i]' @ ¢ V[i] = m,[i] @ C i1 ®mi[il ® L +1) =
milil ®@mylil ® (L +1)=L+1.

Therefore, the effect of Eq. (9) is equivalent to changing the values of the last L bytes of the last
plaintext block to L+1 after decryption. Then, the attacker tries to do the following for the last L+1th

r—1

byte of ¢}
V15— L] = ¢5 15 - L] @ X. (10)
The effect of the recipient execution is as follows:

m;[15 — L)' @ ¢;~1'[15 — L]
=my[15-L] @ cj ' [15-L] P X (1)
mi[15 - L] @ X

mh[15 — L]*

The range of X is 0x00-0xFF. There is only one X in this interval so that m;[15 — L]* = L + 1, which
indicates that the last L+1 bytes are also L+1. At this point, the entire block ends with the byte L+1, the
number of which is also L+1. It is the only case where "Invalid" does not occur. According to Eq. (11):

mh[15 — L] = m5[15 — L]* @ X. (12)

Thus, as long as X is known, the attacker can calculate that the last L+1th byte is (L + 1) @ X. Then,
the attacker adds 1 to L and repeats this process to obtain the plaintext of the last block. It can be seen
that, on average, 128 modified ciphers are sent in order to crack each plaintext byte under this attack
method.

Step 3 (Crack the plaintext that is not the last block): For non-tail blocks, there is no essential
difference in the attack method. The attacker removes the last block that just cracked. At this time, cj_,

becomes the tail block and c}j=1 is its precursor block. The attacker changes the last byte of ¢jZ}
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according to Eq. (10), ¢;~1'[15], and transmits the modified ciphertext to the receiver. If “Invalid” is
received, the attacker tries the next X. If “Valid” is received, the following two situations need to be

distinguished:

@ If the last byte m}_, “[15] is 0x01 after decryption, it is guaranteed that “Valid” will be returned.
Because padding must exist, and 0x01 is the only single-byte padding that can pass the verification.
From Eq. (12), the following can be obtained:

m}_,[15] = 0x01 @ X. (13)

@ Ifthe decrypted last byte m};_;"[15] is a value between 0x02 and 0x10, and the plaintext happens

to be one of the following 15 cases, the “Valid” will also be returned (Table 2).

Table 2. Plaintext styles

Padded bytes Styles (xx stands for the placeholder)
0x02 XX XX XX XX XX XX XX XX XX XX XX XX XX XX 02 xx
0x03 XX XX XX XX XX XX XX XX XX XX XX XX xx 03 03 xx
0x0F xx OF OF OF OF OF OF OF OF OF OF OF OF OF OF xx
0x10 1010101010101010101010 101010 10 10 xx

To distinguish between these two cases, after receiving "Valid," the attacker modifies the penultimate
byte c5Z1 [14] of cj=} and resends it to the receiver. In case D, the receiver still returns "Valid," because
the change of the penultimate byte does not affect the format; however, in case @), the change of the
penultimate byte destroys the format, and the receiver returns "Invalid." From this, two cases can be
identified, and then Eq. (12) can be applied.

Next, to crack other plaintext sections that are not the tail block, the attacker can repeat Step 2, refer to
Egs. (9)—(12), and crack byte-by-byte from right to left.

The attack during the parallel encryption phase can be accomplished in Steps 1, 2, and 3. Then, the
attacker removes the cracked blocks and the remaining extension phase degenerates into CBC mode. Its
attack method is identical to the one described in the study [14].

If the parallelism # is not public, the attacker needs to enumerate the value of n step-by-step to locate
the preceding block of mj. As the value of n increases, it becomes increasingly challenging for an
attacker to crack. In order for the attack to be successful, the attacker must enumerate the value of » while
proceeding with Step 1. If the attacker modifies all bytes in the preceding block and only receives "Valid"
in an attempt to , it indicates that the modification of the preceding block had no impact on the tail block
and suggests that the value of # is incorrect. The attacker persists in attempting »+1 until a "Invalid"
response is received, in order to determine the correct value of #n. During this process, the number of
times an attacker will modify is proportional to #.

Therefore, compared with CPCBC mode with traditional CBC mode, it is evident that CPCBC mode
is more resistant to this attack and provides a certain level of security improvement. In addition, this
attack is a result of improper design scenes that can be cracked through side channel attack, rather than
being a flaw in the algorithm itself.
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6. Performance Analysis

In this section, we first analyze the encryption speed of CPCBC mode through mathematical methods

and then validate the analysis through experiments.

6.1 Theoretical Analysis

The encryption speed is a crucial factor in evaluating the performance of a block cipher mode of
operation. The performance of CPCBC mode is analyzed by comparing the encryption time of the same
plaintext between CBC and CPCB.

Theorem 3. Compared with CBC mode, CPCBC mode has an approximate linear acceleration ratio
of n.

Proof. Suppose m represents the plaintext to be encrypted. |m| represents the length of m, and / is the
block length, which is dependent on the selected encryption algorithm. With the PKCS#7 padding

scheme, the total number of blocks is s = [ImTIJ + 1. Note that the processing time for a single block is ¢,

including the time for XOR and encryption operations. In the CBC mode, when the plaintext is m, the

total encryption time is as follows:

[m]
e =eos=o{ |22 +1) a8

The number of plaintext blocks in the extension phase of CPCBC mode is n. According to Eq. (14),
the encryption time of the extension phase is T; = tn. The time spent in the parallel encryption phase is
determined by the maximum time spent in » encryption chains. The maximum time depends on the

maximum number of plaintext blocks in these # chains. The maximum number of plaintext blocks for

this stage iS Syax = E] — 1, excluding the block in the extension phase. Then, the encryption time of the
parallel encryption phase is T, =t * Spyax = t([ﬂ — 1). Thus, in the CPCBC mode, when the plaintext

is m, the total encryption time is as follows:

Tepepe =Ty + Ty = ¢ (n + E] - 1). (15)

Definition 1. The definition of speedup is as follows:

T
s =8, (16)
TCPCBC

Tcgc represents the encryption time required by the CBC mode and T¢pcpe is the encryption time
required by the CPCBC mode.
[+

i

Substitute Eqs. (14) and (15) into the definition, the speedup becomes S =

In this equation,

s = lImTIJ + 1. Make an approximate calculation of the equation and the speedup is as follows:
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|m|
o ITJ“ (1 n?l+1 a7
_n+[£]_1~ lm|+n2l+1—-1/)

n

For commonly used symmetric encryption algorithms, the value of / will not be excessively large. For
instance, the SM4 algorithm has a block length of 128 bits, while the AES algorithm offers block lengths
of 128, 192, or 256 bits. For parallelism #, the value of n cannot be excessively large due to the actual
processor cost. For encryption of large amounts of data, |m| is much larger than / and »n. Thus, we can

obtain:

i . n?l+1 B 18
mie "\ Tl vzt -1)| T ™ (18)

That is, when |m| tends to infinity, the speedup tends to r.

6.2 Experimental Result

To validate the above analysis, 128-bit AES encryption is implemented in CBC mode and CPCBC
mode, respectively, through the program, and the encryption time is measured. The program running
environment of this paper is as follows: Intel Core i5-10210U CPU @1.60 GHz 2.11 GHz, 4 cores and 8
threads, 16 GB memory, and Python 3.9.8. The Crypto library is used for the implementation of AES,
and the multiprocessor effect is simulated using multiple processes. To achieve a better simulation effect,
parallelism is selected as #n=8. Table 3 and Fig. 2 show the time consumption and comparison of
encryption obtained by running the program.

From Fig. 2, it is evident that as the plaintext size increases, the time consumption of CBC mode shows
a significant increase, whereas the time consumption of CPCBC mode remains stable. Additionally, the
speedup ratio is gradually approaching a parallelism of 8. Thus, the CPCBC mode exhibits a nearly linear
acceleration ratio.

During decryption in CPCBC mode, there is no dependency between ciphertext blocks. This is because
the receiver has all the blocks and the initialization vector /V. Therefore, CPCBC mode maintains the
same decryption efficiency as conventional CBC mode. Table 4 provides a comparative analysis of the
CPCBC mode and some common modes of operation.

Therefore, this mode of operation has almost a linear acceleration ratio for encrypting large amounts

of data. Compared with the conventional CBC mode, the encryption speed is much faster.

Table 3. Time consumption of encryption

3 . Time (s) Time (s)
Plaintext size (byte) Speedup
CBC CPCBC
1358574 10.29 3.18 3.24
1631406 14.13 3.31 4.27
1966078 22.59 3.55 6.36
2134734 28.07 3.74 7.51
2258606 31.20 3.78 8.25
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The Comparison of Encryption Time

m Time of CBC i Time of CPCBC Speedup
35 9
825 s
30 7:51
7
5 25 6:36 6
S 20 s
3 ° %
w15 e 42
£ 3.24 , 0
10
2
o 0
1358574 1631406 1966078 2134734 2258606
Plaintext size (byte)
Fig. 2. The comparison of encryption time.
Table 4. Comparison table of common modes of operation
Modes of operation CBC CPCBC ECB CFB
Speedup (Based on CBC mode) 1 n s 1
Parallelism of encryption R \/
Parallelism of decryption \ \ \ J
Security v v

7. Conclusions

This paper presents a controllable parallel CBC mode, CPCBC. This mode of operation achieves an
approximate linear acceleration ratio, allowing for flexible control of parallelism » while preserving the
security features of the conventional CBC mode. It is proven secure under the LOR-CPA model. For
BFA and POA, this scheme is more resistant without disclosing the degree of parallelism # and has a
certain improvement in security compared with conventional CBC mode.

In future studies, we will explore the potential of combining the proposed CPCBC mode with
homomorphic encryption to enhance the speed of homomorphic encryption. This will address the security

concerns associated with delegating private data and operations to third parties.
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