Journal of Information Processing Systems, Vol.6, No.2, June 2010 DOl : 10.3745/JIPS.2010.6.2.177

The Wormhole Routing Attack in Wireless Sensor
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Abstract—Secure routing is vital to the acceptance and use of Wireless Sensor
Networks (WSN) for many applications. However, providing secure routing in WSNs is a
challenging task due to the inherently constrained capabilities of sensor nodes. Although
a wide variety of routing protocols have been proposed for WSNs, most do not take
security into account as a main goal. Routing attacks can have devastating effects on
WSNs and present a major challenge when designing robust security mechanisms for
WSNSs.

In this paper, we examine some of the most common routing attacks in WSNs. In
particular, we focus on the wormhole routing attack in some detail. A variety of
countermeasures have been proposed in the literature for such attacks. However, most of
these countermeasures suffer from flaws that essentially render them ineffective for use
in large scale WSN deployments. Due to the inherent constraints found in WSNs, there is
a need for lightweight and robust security mechanisms. The examination of the wormhole
routing attack and some of the proposed countermeasures makes it evident that it is
extremely difficult to retrofit existing protocols with defenses against routing attacks. It is
suggested that one of the ways to approach this rich field of research problems in WSNs
could be to carefully design new routing protocols in which attacks such as wormholes
can be rendered meaningless.

Keywords—Secure Routing, Routing Attacks, Routing Protocols, Wireless Sensor
Networks (WSN), Wormhole Attack

1. INTRODUCTION

Wireless and mobile ad-hoc networks are now considered to be the ultimate frontier in mod-
ern communications. The technology allows nodes in a network to communicate directly with
each other using wireless transceivers without the need for a fixed infrastructure. This is dis-
tinctly different from the mode of operation used in traditional wireless networks, such as wire-
less LANSs in which inter-node communication takes place through base stations [20].

A Wireless Sensor Network (WSN) is a particular type of ad-hoc network. The participating
nodes are smart sensors, typically the size of a coin, equipped with advanced sensing functional-
ities (thermal, pressure, acoustic, etc), a small processor, and a short-range wireless transceiver
[20]. The nodes exchange data in order to build a global view of the monitored region Figure 1.
This data is typically made accessible to the user through one or more gateway nodes [4].
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Fig. 1. Sensor nodes exchange data to build a global view of the monitored region

WSNs have tremendous potential to provide very attractive, low cost solutions to a variety of
real world problems [4]. The application scenarios for WSNs are many, including military sur-
veillance, commercial, environmental, medical, manufacturing and home automation, to name
but a few [1].

The past decade has witnessed an explosive growth in the use of wireless technologies. In par-
ticular, WSNs have become a very active area of research [8]. There are many diverse and inter-
esting aspects of this technology which demand further research to produce the innovative solu-
tions needed to make WSNs a viable technology. Routing plays a central role in WSNSs. In par-
ticular, owing to the inherent characteristics of WSNs, routing security is a hugely important
area of research.

In order to maintain the availability of a WSN, resilience to node failure is very important.
One of the ways that a WSN node could fail is through an attack [3]. Although many WSN rout-
ing protocols have been proposed, none have been designed with security as a main goal [14].
WSNs are vulnerable to a variety of security attacks due to the broadcast nature of the transmis-
sion medium [2] and the fact that sensor nodes often operate in hostile environments. Security
attacks in WSNs are often classified according the layers of the OSI model. The attacks which
operate at the network layer are referred to as routing attacks.

The rest of this paper is organized as follows. Section 2 describes the main characteristics of
WSNs which present particular challenges for the design of robust security mechanisms for se-
cure routing. Section 3 outlines the main goals for secure routing in a WSN and presents some
of the most common routing attacks in WSNSs. Section 4 describes the wormhole routing attack
in detail and presents a discussion of some of the countermeasures proposed in the literature for
this attack.

2. SECURE ROUTING FOR WSNSs: CHALLENGES

Providing secure routing in WSNs is a complicated and challenging task due to the con-
strained capabilities of sensor node hardware [17] and the properties of their deployment [18]. A
brief outline of some of the major constraints present in WSNs is as follows:
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2.1 Wireless Medium

The wireless medium is inherently vulnerable due to its broadcast nature [6]. It is relatively
easy for an adversary to eavesdrop, intercept, and replay the transmitted data packets and inject
malicious ones [6].

2.2 Hostile Environment

WSN nodes are typically deployed in environments where they face the possibility of destruc-
tion or physical capture by attackers [2].

2.3 Limited Resources

The extremely limited resources (power, bandwidth, CPU, memory) of sensor nodes are per-
haps one of the biggest challenges in the design of robust and often resource-hungry security
mechanisms. These constraints necessitate extremely efficient security algorithms [19].

2.4 Ad-Hoc Deployment

The ad-hoc nature of sensor deployment means that the WSN topology is subject to regular
changes. Any security mechanisms must be able to operate in such dynamic environments [10].

2.5 Immense Scale

A typical WSN deployment could consist of hundreds of thousands of nodes. Any robust se-
curity mechanism needs to be able to scale to such large topologies [6].

3. GOALS FOR SECURE ROUTING IN WSNSs

Before we can begin to look at routing attacks in WSNSs, it is important to understand what the
goals of secure routing in a WSN should be [9].

The role of a routing protocol in any network environment is to ensure that a message reaches
a correct receiver in an accurate form and within a reasonable time delay [3]. In an ideally se-
cure WSN routing scenario, we would like to be able to guarantee the confidentiality, integrity,
authenticity, and availability of all messages [5] even in the presence of more powerful and re-
sourceful adversaries. For every eligible receiver in a WSN, we would like to be able to receive
all messages intended for it and be able to verify the integrity of every message as well as the
identity of the sender [7]. Even if an adversary was able to participate in the actual routing, it
should not be possible for them to infer the content of any messages [5].

3.1 Routing Attacks in WSNs

Routing attacks have been studied in some detail in [5, 15], and [21]. In general routing at-
tacks are classified as passive attacks and active attacks. In a passive attack, the attacker moni-
tors and listens to the communication channel. Even when the messages transferred are en-
crypted, it still leaves a high possibility of analysis of the communication patterns. In an active
attack, the attacker monitors, listens to and modifies the data stream in the communication chan-
nel [11]. Routing attacks are active in nature.
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The following routing attacks have been identified in the literature:

3.1.1 Spoofed, altered, or replayed routing information

This type of attack targets the routing information exchanged between nodes [5]. The attacker
can spoof, alter, or replay the routing information to create routing loops, generate false error
messages and partition the network [2].

3.1.2 Selective forwarding

A malicious node selectively drops and forwards packets to minimize arousing any suspicion
amonyg its neighbors [5].

3.1.3 Sinkhole attack

The adversary’s goal is to attract all the traffic through a compromised node. Sinkhole attacks
try to make routes through a compromised node look especially attractive to surrounding nodes
[26].

3.1.4 Sybil attack

A compromised node creates and presents multiple identities to other nodes in the network
[15].

3.1.5 Wormhole attack

An attacker records packets at one location in the network and tunnels them to another loca-
tion, retransmitting them into the WSN [2].

3.1.6 HELLO flood attack

An attacker with a much higher radio transmission range and processing power sends HELLO
packets to a number of isolated nodes convincing the nodes that it is their close neighbor. The
victim nodes send their packets through the attacker which can then spoof and manipulate the
data [2].

4. THE WORMHOLE ATTACK

Wormbholes are one of the most severe attacks on WSN routing. Two or more malicious nodes
can collaborate in setting up a shortcut lower latency link between each other Figure 2 and
through which they forward packets to each other and replay the packets there locally [22].

The adversaries convince the neighbor nodes of these two end points that the two distant
points at either end of the tunnel are actually very close to each other [12]. An adversary situated
close to a base station may be able to completely disrupt routing by convincing nodes that would
normally be multiple hops from a base station that they are only one or two hops away via the
wormhole [5]. In such a scenario, the attack is similar to the sinkhole as the adversary at the
other side of the tunnel advertises a better route to the base station [1].

Wormhole and sinkhole attacks are particularly difficult to defend against, especially when
the two are combined. Wormholes are hard to detect because they use a private, out-of-band
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Fig. 2. Two or more malicious nodes collaborate in setting up a shortcut link between each other

channel which is invisible to the WSN [5]. Packets are forwarded between the malicious nodes
by encapsulation and use of additional hardware such as a wired link or a directional antenna
[16]. Wormhole attacks are more likely be used in combination with selective forwarding or
eavesdropping [5]. The wormhole attack is especially difficult to detect in WSNs when using
routing protocols in which routes are decided based on advertised information such as minimum
hop count to base station [5].

A wormhole attack could be launched in two different modes: hidden-mode and participation
mode. Defending against a hidden-mode attack is particularly difficult because it can be
launched even if all routing messages are authenticated and encrypted [13]. This is because the
malicious node does not need to read or modify the packets, just forward them.

Although participation mode wormhole attacks are more difficult to launch (they require
modification of routing packets), once launched, they are extremely difficult to detect since the
malicious nodes can simply ignore the security mechanisms of the routing protocol [16].

4.1 Wormhole Attack Countermeasures

A significant amount of research has been carried out into wormhole attacks and a variety of
solutions have been proposed.

One particular technique for detecting wormhole attacks requires extremely tight time syn-
chronization between sensor nodes [23] during the route discovery stages. Although this tech-
nigue has some limited success in small WSNSs, it is not particularly feasible for large scale
WSN deployments.

One particular class of protocols which seems to be resistant to wormhole attacks is geo-
graphic routing protocols [5]. These protocols direct the traffic to the base station along a geo-
graphically shortest path and therefore do not rely on advertisements from potential adversaries
[24].

A secure routing protocol named SeRWA (Secure Route protocol against Wormhole Attack
in sensor networks) has also been proposed [25]. This protocol is able to detect wormhole at-
tacks without needing any special hardware [1].

The vast majority of the proposed solutions for wormhole attacks suffer from flaws such as
high cost of implementation and limited scalability. In particular most of these solutions do not
address the issue of protection against participation mode wormhole attacks.

A more recent solution [16] is based on the Ad hoc On-Demand Distance Vector (AODV)
routing protocol. It proposes modification to AODV to find two or more completely different
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routes to the source node. The hop-counts of the found routes are then analyzed to find possible
deviant hop-counts. It is assumed that a route with a hop-count value that is significantly lower
than others is most likely a wormhole. However, once again, there is no guarantee that this
mechanism will work against participation mode wormholes attacks.

5. CONCLUSIONS

Secure routing is crucial to the acceptance and use of sensor networks for many applications.
Providing secure routing in WSNs is a complicated and challenging task due to the inherently
constrained capabilities of sensor nodes.

Routing attacks can have potentially devastating effects on WSNs and present a major chal-
lenge when designing robust security mechanisms for WSNs. Although many different routing
protocols have been proposed for WSNs, most do not take security into account as a main goal.
We briefly looked at some of the most common routing attacks in WSNs. In particular, we
looked at the wormhole attack in some detail. Although a number of different countermeasures
have been proposed for this attack, most of these suffer from flaws that essentially render them
ineffective for large scale WSN deployments.

Having looked at the wormhole attack and some of the proposed countermeasures, it is evi-
dent that it is extremely difficult to retrofit existing protocols with defenses against routing at-
tacks. The inherent constraints found in WSNs necessitate design of lightweight and robust se-
curity mechanisms. The task of providing secure routing for WSNs presents a rich field of re-
search problems. Perhaps one solution could be to carefully design new routing protocols in
which attacks such as wormholes are rendered meaningless.
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