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Abstract

Cyberbullying has been an emerging issue in recent years where research has revealed that users generally
spend an increasing amount of time in social networks and forums to keep connected with each other.
However, issue arises when cyberbullies are able to reach their victims through these social media platforms.
There are different types of cyberbullying and like traditional bullying; it causes victims to feel overly self-
conscious, increases their tendency to self-harm and generally affects their mental state negatively. Such
situations occur due to security issues such as user anonymity and the lack of content restrictions in some
social networks or web forums. In this paper, we highlight the existing solutions, which are Intrusion
Prevention System and Intrusion Detection System from a number of researchers. However, even with such
solutions, cyberbullying acts still occurs at an alarming rate. As such, we proposed an alternative solution that
aims to prevent cyberbullying activities at a younger age, e.g., young children. The application would provide
an alternative method to preventing cyberbullying activities among the younger generations in the future.
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1. Introduction

With the emergence of information and communication technologies, the realm of offline and online
life has lesser variances. Activities conducted in real life are now commonly expressed virtually. In fact,
people are more active in the virtual space rather than real-life [1]. This has led to loads of inspiring
technology that aimed at facilitating people in their daily chores and activities such as the Internet. The
Internet offers applications such as e-commerce and mobile commerce that simplifies groceries whilst
the social networks such as Facebook, Twitter and Instagram abridge physical distances between
communicating users. Internet has made people stay put at home but they virtually able to move all
over the globe in a single click. However, as with any technology, its usage can be for the common good
or evil depending on the user. The Internet is among the most miss-used technology where the number
of crimes (a.k.a. cybercrimes) are increasing yearly since its first introduction in 1990s. The seriousness

of these crimes has led to the introduction of cyberlaws that is used to govern the security of the
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Internet (a.k.a. cybersecurity). Cybercrime is defined as a form of behavior mediated by networked
technology that causes harm to users having access to the networked [2].

There are various types of cybercrimes that are specifically tied to applications in the internet. One of
the most prominent cybercrimes that currently occurs is cyberbullying. Cyberbullying could be defined
as a reflection of physical or verbal (traditional) bullying from a virtual perspective. The aforementioned
aggressive behavior is transformed into aggressive online acts that are carried out using electronic
means (such as sarcasm via status update, violation of privacy, etc.) by individuals or groups of people
on another individual or group repetitively over time. This crime occurs more frequently as one of the
heavily utilized services or application on the Internet is a social media or social networks platform.
Platforms such as Facebook and Twitter provides an unrestricted way for users to express their
opinions to a wider audience. As these platforms has a wide reach, such aggressive acts are able to
executed from all over the world as easy as hitting the Enter key on the keyboard.

The statistics recorded in 2010 by the Cyberbullying Research Center [3] based on a sample taken for
10- to 18-year-olds from large school district in the Southern United States indicates that 20% of the
sample have experienced cyberbullying in their lifetime and the remaining have experienced numerous
cyberbullying acts in a period of 30 days. This clearly designates that the impact of cyberbullying drills
down to the teenage whom are more familiar with emerging technologies more than the elder who may
see these technologies as alien. In fact, Patchin and Hinduja [4] concluded that about one of every four
teens has experienced cyberbullying, and about one of every six teens has done it to others. Hence,
prevention measures are essentials to curb cyberbully especially looking at the impact on the teenage.
The current approaches used in the United States is to emphasize on early education to prevent misused
of technologies that would lead to cyberbullying. This approach is achieved by the introduction of a
course in the primary schools called Digital Citizenship [5]. In this course, school children are exposed
to appropriate conduct that they should observed while online and being aware on malicious bullying
attempts imposed by their online mates onto themselves.

Cyberbullying has received a lot of attention from both the media and government sector. Compared
to traditional bullying, cyberbullying is comparatively harder to detect and in most cases, the victims
find it difficult to protect themselves from the heinous activity. Recently, there was a case in Malaysia
where a woman driver turned into a road bully after a minor accident, became the victim of some
vicious cyberbullying when her personal details were uploaded online by another motorist who witness
the incident [6]. The public went started to abuse her even though the victim, an elderly man has
forgiven her actions. There are a number of policies, preventive methods, empirical studies and analysis
regarding cyberbullying in different countries conducted by different researchers. This paper is aimed at
discussing the acts of cyberbullying that encompasses its definition and real-life sample cases related as
well as the related preventive measures to the activity. Since, it has been highlighted that the most
impacted age group are teenagers in our previous research paper [7], this paper would use the initial
survey findings focusing on cyberbullying from that paper on the awareness of Malaysian children on
the importance of digital etiquette collected in Malaysia. We then further propose an initial mobile
digital etiquette game application as an early prevention approach to stem such negative act at its roots.

This paper outlines the background study of cyberbullying in Section 2 followed by the discussion on
the related real-life cases in Section 3. In Section 4, a broad range of cyberbullying detection and
prevention methods are highlighted. Whilst in Section 5, a different approach via game-based learning

is proposed to educate children to better protect themselves in the cyberspace. Section 6 concludes the
paper.
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2. Background Study

The definition of cyberbullying is an extension of traditional bullying where “an aggressive act or
behavior that is carried out using electronic means by a group or an individual repeatedly and over time
against a victim who cannot easily defend him or herself” [8]. Traditional bullying is generally seen as
an intentional behavior to harm a subject repeatedly where there is an imbalance of physical or mental

power.

2.1 Difference between Traditional Bullying and Cyberbullying

Cyberbullying differs from traditional bullying in two major sections: repetition and power imbalance.
From the context of repetition, the initial perpetrator does not always continue repeating a harmful act
in cyberbullying. As an example, the sexting cases that lead to tragic incidents such as suicides of J.
Logan and H. Witsell mention by Hinduja and Patchin [9], highlighted that the repetition harm was not
only caused by the initial perpetrator but also by other individuals who repeated the act of the initial
perpetrator (spreading nude photos and insults towards the victim). The power imbalance context in
traditional bullying is defined where the victim is considered ‘weak’ in terms of physically or
psychological; or it can also be considered as the virtue of numbers or popularity in a peer group
context [8]. As such, the traditional definition of power imbalance is not appropriate in the context of
cyberbullying as physical and psychological strength or even the virtue of numbers is necessary for the
perpetration of cyberbullying. The two types of power imbalance that only occurs in cyberbullying but
not within traditional bullying is the technical ability with ICTs (information and communications
technology), and anonymity.

Cyberbullies are usually equipped with some knowledge of technical ability with ICT. However,
technological skill is arguably a minor factor as mentioned by Slonje et al. [8] due to cyberbullying can
occur even through simple texting. With the advent of social media platforms, dissemination of content
over the Internet has become easier due to the sharing capability provided within various social
network sites [9]. Anonymity in the sense of power imbalance is that the victim only knows someone
out there is actively bullying them without having any clue regarding the identity of the actual
perpetrator. In most cases, the victims are not aware of alternative ways of defending themselves against
the anonymous perpetrator. Through the usage of social network or social media platforms, creating a
new user account is as easy as creating a new email account. The case studies, which would be

presented later in the paper, will highlight the simplicity of these factors.

2.2 Types of Cyberbullying

Griezel et al. [11] mentioned that bullying could be conducted in different forms. Traditional bullying
can be broken down into three different forms: physical (e.g., punching), verbal (e.g., name calling), and
social (e.g., rumor spreading); where cyberbullying consist of two forms: visual and text. Examples of
visual and text are shown below:

* Sending nasty text messages, emails, and instant chat messages
* Forwarding confidential emails or instant text messages to other students

* Bombarding a student with hurtful text messages
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* Setting up a public derogatory website or profile page about a student

* Using a mobile phone camera to video or photograph another student to embarrass them

Su and Holt [12] as well as Feinberg and Robey [13] define cyberbullying into more detail forms
which includes flaming, harassment and stalking, denigration, impersonation, outing and trickery, and
lastly exclusion. Most of cyberbullying related cases falls into one or more of the above categories [13].
The categories are highlighted by Feinberg and Robey [13] below:

* Flaming: Online fights using electronic messages with angry and vulgar language.

* Harassment and stalking: Repeatedly sending cruel, vicious, or threatening messages.

* Denigration: Sending or posting gossip or rumors about a person to damage their reputation or
friendships.

* Impersonation and masquerading: Breaking into someone’s e-mail account and using it to send
vicious or embarrassing material to others.

* Outing and trickery: Engaging someone in instant messaging, tricking him or her into revealing
sensitive information, and forwarding that information to others.

* Exclusion: Intentionally excluding someone from an online group.

This categorization of cyberbullying forms would be highlighted and shown in the next section.

2.3 Cyberbullying Cases
2.3.1 Sexting (harassment, outing, and trickery)

Jessica Logan [14], Hope Witsell [9] and Rehtaeh Parsons [15] were victims of sexting, which led all
of them committing suicide after enduring pressure and depression due to the bullying they faced.
There is still a lot of sexting victim and cases happen around this world. Their experience should be
considered as serious and high profile cases in sexting. A simple way to define sexting is “the sending or
receiving of sexually-explicit or sexually-suggestive images or video via a cell phone”, this can also be
extended to different kind of electronic media such as email, social network, instant messages
application and also video chat [9].

Sexting is a combination of cyberbullying forms, which consist of outing and trickery where the
perpetrator tries to get sexually explicit images or video from the victim. The perpetrator would then
share and spread out that sensitive content to others. The issue with sexting is that there is no security
checking and detection in the internet. Freedom of speech on the internet has allowed users to post
anything they want without much restrictions. The act of sharing nude photos on the internet via social
networks is not heavily controlled under the law enforcement as compared to porn websites. Currently,
there are no effective method of tracing the photo or video posted in social network or internet;
whether the file is duplicated, downloaded, and shared by others without the permission of the owner
itself.

2.3.2 Privacy context-user anonymity (harassment, impersonation, and masquerading)

Bullycide is a term used to refer victim that suicides due to bullying whether in person or through
social media. The case highlighted in this section involves a 13-year-old young girl named Megan Meier

from Missouri. It begins when she gets to know a 16-year-old boy named Josh Evans through MySpace.
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On one particular day, she received a message from Josh that says: “I don’t know if I want to be friends
with you anymore because I've heard that you are not very nice to your friends.” [16]. Bulletins about
her was posted which led to her harassment by her schoolmates. In October 2006, her parents found her
hanged in her closet and rushed her to the hospital but it was too late. She died on the following day.
Through the police investigation, it was found that the boy Josh was actually a fake identity created by
Lori Drew, who is the mother of Megan’s former friend, Sarah. Drew claimed that the reason she did
this is to use the contents of the email conversations she had with Megan to shame her as retribution for
spreading gossips about her daughter Sarah. User anonymity is a privacy issue related to user
authenticity in social networks. Users are able to create multiple accounts by utilizing different email
addresses. In addition to being anonymous, pseudonomity is an issue as well where emails are used as a
mean to hide the identity of the sender. The concealment of user identity that is meant to protect user
identity and preserve user privacy could be harmful from a social media context. Bullies could utilize
these fake accounts to denigrate and flame victims. There were also users masquerading as another

individual to make unusual request such as sexual encounters.

2.3.3 Workplace cyberbullying (denigration, harassment, and exclusion)

Cyberbullying is not just an issue among teens or children. Many adults also experience some form of
cyberbullying while at work. Such a situation occurs more commonly in the recent years as more social
network platforms are utilized within a business environment [1]. A joint research conducted in 2012
by the University of Nottingham and University of Sheffield with 320 respondents, found that “around
eight out of ten employees had experienced bullying behaviour...at least one occasion in the previous
six months” [17]. Cyberbullying within the workplace usually occurs at a more subtle level and remain
undetected for some time the victims are more prone to keeping quiet on the fear of losing their jobs
[18]. Current research highlights that there are three standard characteristics that is usually linked to
workplace cyberbullying [19]: (i) it is persistent, (ii) frequent, and (iii) entails a power imbalance.

Some of the examples of cyberbullying within the workplace include withholding information among
employees, spreading rumors or gossip and harassment via email or social networks [20]. Workplace
cyberbullying can negatively affect not only the individual or victim but also lead to an increase of
employee turnover and decrease the commitment of employees within an organization [21]. One of the
researcher from the study also highlighted that “those that had experienced cyberbullying tended to
have higher mental strain and lower job satisfaction”. This is due to the impact of cyberbullying being
seen by a wider audience compared to offline bullying [22]. Indirectly, the victims of cyberbullying

could also face hostile reactions and ridicule from their colleagues.

3. Existing Cyberbullying Detection Approaches

The issue of cyberbullying within the social network needs to be tackled proactively. Any form of
cyberbullying act involves two parties, which is the victim and the bully. To-date, there are two
approaches in tackling cyberbullying act which is preventing the act from occurring in the first place
and detecting the act once a bully message has been generated. As prevention is more effective than

detection, the need for both mechanisms in placed is undoubtly important.

J Inf Process Syst, Vol.13, No.3, pp.559~572, June 2017 | 563



Cyberbullying and a Mobile Game App? An Initial Perspective on an Alternative Solution

Intrusion Prevention System (IPS) is utilized as the “first line of defense’” and able to actively prevent
intrusions that are detected through several approaches: sending an alarm notification to the appropriate
authority, resetting connections or even blocking the offending IP address [23]. Another means for
prevention system is through utilization of user training and guidelines to instill ethical usage of social
networks [24]. If the IPS fails to do the required actions, the Intrusion Detection System (IDS) would
attempt to detect the said intrusion. The detection system is capable of detecting any keywords used
which depicts the nature of the bully or the act of bullying [25,26]. By identifying intrusions through
misuse (well-defined attacks / specific actions being performed on specific objects with known weak
points), anomaly (activity deviations from what is considered normal usage patterns) or hybrid (a
combination of both misuse and anomaly intrusions), IDS systems are able to detect any form of
bullying activity [27].

The main feature used in detecting such acts is through the identification of immoral (areas that are
considered evil or wrong according to theory of ethics) and amoral (exhibiting indifference to codes of
society) keywords [28]. Two examples of an IDS are the SybilRank by Cao et al. [29] and Information
Distiller, Profile Hunter and Profile Verifier by Kontaxis et al. [30]. SybilRank uses an early-terminated
random walk starting from a non-Sybil node and rank nodes in this social graph according to degree-
normalized probability. This solution will screen out low-ranked nodes as potential fake user. In their
paper, Sybil refers to the likelihood that the user is a fake account.

The Information Distiller, Profile Hunter and Profile Verifier Detection of social network profile
cloning method as proposed in Kontaxis et al. [30] consists of three functions. Information distiller
would extract information from legitimate social network profiles. Rare or user-specific information
pieces will be labelled as the user- identifying terms and used to create a user-record through the
detection system. This record will pass on to the next system component, Profile Hunter that will utilize
the records to locate related social network profiles that may potentially belong to the user. The last
component of this solution processes the profile-records and checks the similarity of those profiles with
a user original profile. The similarity score along with those profiles will be listed which can be used by
the social network providers to remove any duplicated profiles.

However, even with the development of both IPS and IDS approaches, cyberbullying acts seems to
occur consistently and more widely. It should be noted that the existing approaches are more focused
on early detection of cyberbullying activities where the users are at an older age [31,32]. It has been
noted that such activities could be prevented if an early prevention approach or method could be
implemented [13,22]. As such, the direction of this paper is not focus in text mining or detection system

in depth but more on the early prevention of such acts.

4. Proposed Cyberbullying Prevention via Mobile Digital Etiquette
Application

Early empirical studies has indicated that the act of bullying is a gradual evolving process, which
involves indirect and discreet approaches [33]. The causes of bullying stems from two main issues: (1)
the role of the personality of the victims or bully perpetrator and (2) the role of psychosocial factors.
These issues include somatic symptoms, social problems, thought problems, aggression and externalizing

problems exhibited mainly by the perpetrator [31]. Victims of bullying on the other hand, have been
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found to differ in terms of personality such as being oversensitive, having low self-esteem and feelings
of anxiousness in social settings [33]. These traditional bullying causes are made worse as social media
platforms are heavily utilized especially among the younger generation [34]. Thus, cyberbullying has a
far-reaching impact and audience.

As highlighted by Slonje et al. [8] and the European Network and Information Security Agency [35],
educational training on ethics is essential among users where such training could be viewed as a
prevention method. As most of the cyberbullying activities are targeted towards children below 7 years old
as shown in relevant works [36,37], we decided to focus on a particular age group in order to prevent
future cyberbullying activities. We focused on Malaysian primary school students as the number of
cyberbullying cases within Malaysia are increasing exponentially as more young children are exposed to
the online environment [38,39]. Our initial research [7] has found that children between the ages of 7- to
12-year-olds are not usually aware of good online etiquettes. Our questions developed for our initial
research was based around what is considered as online social norms [40]. Most of the students from our
initial research only accessed digital etiquette training while they were at school that could be due to
specific class syllabus in their school that promotes such training. A majority of the current game-based
learning applications are based on the PC platform with limited online mobile accessibility [41,42]. With
the current number of mobile devices usage among the younger generation, it was more suitable to
develop a mobile based application as there is a low number of applications for digital ethics training
especially on the Android platform [43]. Our initial application is aptly called Mobile Digital Etiquette
Game (MDEG) trains primary school children through scenario-based questions, which would be more
suitable for their age. The students are also tested on their understanding through a combination of
questions such as true/false and multiple-choice questions. The game application would consist of three
sections as shown in Table 1 whilst the system architecture is shown in Fig. 1. Such an application would

provide another alternative method in preventing cyberbullying activities in the future.

Table 1. Proposed application sections for MDEG

Aim Proposed approach

Learning/Training To provide sufficient and clear The learning would consist of three levels game-based

section training for the user on good learning that encompasses three popular games for
online netiquette. Explanations children. These games are the Mix & Match Challenge,
would be designed to introduce The Snake & Ladder and Scrabble. Each of these
ethical jargons slowly at the same would be designed with situation case studies (topics)
time focusing on simple scenarios. where related online etiquettes are highlighted.

Exam/Test section ~ To test the understanding of the The questions in this section would utilized a variety of
user on online netiquette in a question formats such as True/False and multiple
fun approach. choices in order to capture the user’s attention. This

section would use the badge reward system in order to
to promote a sense of achievement for the user upon
completing the questions. A timer would be utilized
for a sense of competitiveness that are normally exist
within games. The user would be scored at the end of
the section.

Score section To provide a benchmark indicator ~ The user is able to review their previous score. We are
for the user. proposing that this section would highlight some of
the mistakes that the user has done with the exam
questions. Such approach would improve the user’s
understanding on online netiquette.
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Fig. 1. System overview of the MDEG application.

The application is divided into three main sections mainly called (1) Learning/Training section where
the information on good online netiquette is provided via simple scenarios that the users could easily
follow; (2) Exam/Test section is the area that the understanding of the users are tested based on the
topics taught in the first section; and lastly (3) Score section. This section provides additional
information on the test results that the users have undertaken. These three sections were designed
according to the recommendation of a flipped classroom approach where the students are provided
with a participative learning environment that “seeks to engage students in an authentic problem
solving and self-directed learning” [32,44]. Table 1 highlights the aims of the relevant sections as well as
our proposed approach.

The main essence of the MDEG application would be directed towards tackling the issue of
cyberbullying and educating target users on good practices in curbing the cyberbullying issue at an early
stage. Enhancement of the cyberbullying method used here is at the level of prevention rather than
detection. The outcome of this proposed application will become the initial step in designing a better

application module of both prevention and detection in the near future.

5. Interface Design and Initial Testing

5.1 Interface Design

As part of this initial proposed development, we have designed the interface in a homogenous
manner. The interfaces are separated into the three different sections as highlighted in Table 1. Fig. 2
shows the main interface of our proposed application. The user can invoke the option function or start
the game function.

When the user selects the ‘Start’ option, they will be presented with the three main sections as
depicted in Table 1. Fig. 3 highlights the ‘Start’ menu interface. User could select the sections that they
would like to access: learning, exam or score.

As mentioned, one of the games that we have proposed in our application is the Snake & Ladder
game. For the game, a virtual character is shown on the screen. It will begin from the start point where

users would be asked a random question which is based on the training information provided in the

566 | J Inf Process Syst, Vol.13, No.3, pp.559~572, June 2017



Manmeet Mahinderjit Singh, Ping Jie Ng, Kar Ming Yap, Mohd Heikal Husin, and Nurul Hashimah Ahamed Hassain Malim

application. The overall logic of the game dictates that if the question is answered correctly, the virtual
character will move forward based on a randomly generated number of tiles while an incorrect answer

would lead to the character to moving backwards based on the random tiles. Fig. 4 highlights the overall

board for the Snake and Ladder game.

GL verts: =)
Gl eallalis® 5
60.0 / 0.000

Fig. 3. Start menu interface.

Fig. 4. Snake and Ladder interface.
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5.2 Initial System Testing

As this is a newly developed system, we have conducted an initial unit testing to ensure that all the
relevant components are working effectively. Tables 2 and 3 highlights some of the testing that we have

conducted on the proposed application.

Table 2. Test case 1

ke Test
case/ Initialization Test input Expected result Test procedure
scenario Case
SA-0001  SA-0001 Avatar - Avatar moves tile by Avatar reached the
movement tile. destination with
shortest distance path
SA-0002  SA-0002 Time display Generates the Time will display in Shown in floating
time from the second with 1 decimal point form with long
system. place. decimal places.
SA-0003  SA-0003  Detection of the - The check trap Multiple times of
avatar when function is only carry testing with each trap
falls in trap tiles. out once per the in the board.
avatar current
location
SA-0004  SA-0004 Failed to - The extra movement Multiple times of
bounce back of frog will be bounce testing with different
from victory back from the victory dice number.
tiles tiles.
Table 3. Test case 2
B Test
case/ Initialization Test input Expected result Test procedure
scenario GE
SB-0001  SB-0001  Failed to flip the - The cards will flip Multiple times of
card back to close back to close if the pair testing with the
if the pair is not is not matched. different location of
matched. the card from the
application.
SB-0002  SB-0002 Failed to - The cards will stay Multiple times of
maintain the card open if the pair is testing with the
as open status if matched. different location of
the pair is the card from the
matched. application.
SB-0003  SB-0003  Failed to proceed - Will proceed to next Multiple times of
to next question question or show testing with the
after all pairs are success message if all different location of
matched. pairs are matched up. the card from the
application.
SB-0004  SB-0004 Failed to kill all - All the previous Multiple times of
cards after the question cards will be testing with the

question is done.

removed when
proceeding to next
question.

different location of
the card from the
application.

568 | J Inf Process Syst, Vol.13, No.3, pp.559~572, June 2017



Manmeet Mahinderjit Singh, Ping Jie Ng, Kar Ming Yap, Mohd Heikal Husin, and Nurul Hashimah Ahamed Hassain Malim

Further testing would be implemented specifically on the user testing once the application has been
fully developed. The development of this application would enable the target users specifically among
the younger generation to be more equipped with basic digital ethics knowledge. By implementing a
game based training, it could attract the younger generation by tapping into their interest with games
while providing sufficient information on different digital ethics topic such as cyberbullying, plagiarism
and digital etiquette. The incentive of employing games application as a mean to strengthen awareness
on the risk of cyberbully and educate students in understanding the cyberbully pheonema as whole.
Overall, the main findings of this research shows that digital ethics training could be provided in a game
based application by designing the interfaces to suit the target demographic. Beside that, further user

evaluations would be beneficial in enhancing the application

6. Conclusion and Future Work

Throughout the literature review, there are findings that cyberbullying comes in different kinds of
form. Cyber bulling is a serious issue as it affects not only individuals but also the wider community
such as business organizations. There are no definite ways to prevent cyberbullying but there are
approaches that can be undertaken to reduce the rate of cyberbullying acts. The advancement of
technology and the mobility of mobile devices also allows cyber bullies to attack their victim anytime
and anywhere. Therefore, the solutions within this paper are catered to address the issues in social
media platforms, as these portals are the current main channel for cyberbullying activities. Some of
the solutions are complicated to be implemented due to the complexity of the algorithm and legal
acts such as the freedom of speech. The lack of policies and legal laws that could tackle such
cyberbullying activities effectively also could complicate the existing solutions. As such, by tackling
the issue at an early stage especially among the younger generation, cyberbullying activities could be
prevented.

For our future work, we aim to improve our digital etiquette application so it could cover a wider
range of users such as teens and adults. Such enhancement would require further examination into the

usage behaviours and level of understanding among those users.
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