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Abstract—The Internet has been growing at unprecedented rates. The problem of an 
address shortage could act as a barrier on this growth. In principle, a new Internet 
standard, IPv6 solves the problem of the address shortage because it has a very large 
address space. But IPv6 is not yet compatible with the IPv4 and during the IPv4-to-IPv6 
transition period IPv4 address will continue to be in demand. Thus for quite some time, 
the problem of IP address shortage will persist. To solve the problem, we propose the 
mechanism of secure IP address trading. This mechanism is based on the Resource PKI 
(RPKI). The RPKI is the working item of IETF. This proposed mechanism maximizes the 
trust of IP address trading using RPKI. 
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1. INTRODUCTION 

The Internet has been growing at unprecedented rates. According to a prediction by the Or-
ganization for Economic Cooperation and Development (OECD), it is reported that more than 
85% of the available addresses on the Internet have been allocated and the remaining will run 
out by 2011 [1].  

The problem of an address shortage could act as a barrier to the growth of the Internet [1]. 
Especially Internet business in Africa, Asia and Latin America are just beginning to fulfill their 
potential level of Internet development [1]. 

In principle, a new Internet standard, IPv6 solves the problem of address shortage because it 
has a very large address space (2128 addresses). But IPv6 is not yet compatible with the IPv4 
and during the IPv4-to-IPv6 transition period IPv4 addresses will continue to be in demand [1]. 
Thus for quite some time, the problem of IP address shortage will persist.  

Another method to solve this IP address shortage problem is IPv4 address transactions. Ad-
dress holders who no longer need their IPv4 address could sell or lend their address to someone 
who wants an IPv4 address. One important benefit of such a transaction is that it provides incen-
tives for existing holders of addresses to release unused address resources. And it might rational-
ize and make an underground economy in address resources more than transparent [1]. 

If an IPv4 address transfer market comes to exist, then it is important to consider the method 
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of IPv4 address protection. If there is no security and confidence concerning the market, few 
people would feel compelled to participate in the deals. To guarantee secure transactions of IPv4 
addresses, we must consider the following: 

 
- Is the seller who wants to sell IP addresses authorized? That is, does the seller have a valid 

IP address and authorization of the address? 
- Am I the only buyer? That is, did the seller sell the same IP address to someone else? 
- After the transaction, what is the mechanism that provides the proof of the buyer’s purchase? 
 
To answer these questions and provide confidence in the IP address trade market, a security 

mechanism for the IPv4 address trade process is needed. 
Aside from the exhaustion of IP addresses, the security of the IP address resources is still a 

problem in the routing protocol. Regarding Internet security, we cannot trust information pro-
vided by the WHOIS and IRR (Internet Routing Registries). In current Internet (Inter-domain) 
routing protocol, there are no mechanisms that provide authorization of the holder of IP address 
resources [4]. 

One of the candidates for providing confidence in IP address resources is validation based on 
PKI (Public Key Infrastructure). The PKI is suited to manage IP address resources because the 
hierarchy of PKI is very similar to the architecture of Internet address resources management.  

In this paper, we propose a mechanism of secure IP address trading. This mechanism is based 
on the Resource PKI (RPKI). RPKI is the working item of IETF sidr (secure inter-domain rout-
ing) WG. The rest of the paper is organized as follows: In section 2, we describe IETF resource 
PKI. And in section 3, we propose an IP address trade mechanism based on RPKI, and in section 
4, we evaluate the security of our mechanism. We form our conclusions in section 5. 

 
 

2. RELATED WORK 
2.1 RPKI Overview 

Because the holder of a block IP address space is entitled to define the topological destination 
of the IP datagram whose destinations fall within that block, decisions about inter-domain rout-
ing are inherently based on knowledge of the allocation of the IP address space. In current prac-
tice, the allocation of IP addresses is hierarchic. The root of the hierarchy is IANA (Internet 
Assigned Number Authority). Below IANA there are 5 Regional Internet Registries (RIRs), 
each of which manages an address and AS number allocation within a defined geopolitical re-
gion. In some regions, the third tier of the hierarchy includes National Internet Registries (NIRs) 
as well as Local Internet Registries (LIRs). The term LIR is used in some regions to refer to 
what other regions define as an ISP [2].  

The architecture of IP address management is similar to the hierarchy of Internet PKI. Be-
cause of this similarity, IP address allocations can be described naturally by a hierarchic PKI as 
in Fig. 1. In current IETF sidr WG is working to standardize resource PKI. 

The main idea of RPKI is to guarantee authorization to an IP address holder using a signed 
object. This signed object, called ROA (Route Organization Authorization) includes an IP ad-
dress block and AS (Autonomous System) number with the digital signature of an IP address 
holder. The IP address holder’s assertion of the IP address is endorsed by the ROA. The ROA is 
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then perhaps, validated by the certificate issued by the CA, i.e. the Internet registries. 
 

2.2 Component of resource PKI 

2.2.1 ROA 

The ROA (Route Organization Authorization) is used to prove authorization of IP address 
spaces by its holders. Explained further, the organization that digitally signs the ROA asserts its 
authority of IP address spaces, and this assertion is validated by a certificate that pairs with the 
private key used to sign the ROA. 

If the concerned party for the ROA is successfully validated, that party considers that issuer of 
the ROA as having the authority to use the specific IP address. The success of validation means 
the signature attached to the ROA can be verified by the relating certificate, and that the certifi-
cate is neither expired nor revoked. The success of ROA validation also entails the following: 

 
- The holder of IP address (ISP, etc.) that claims ROA has authority of ROA 
- IP address space in ROA is valid. It means Internet Registries allocate IP address space in 

ROA to the holder of ROA 
- The holder of IP address has authority of IP address in ROA 
- The holder of IP address has authority of BGP message that claim AS (Autonomous Sys-

tem) in ROA as the origination of IP address space 
 
Usually the ROA is distributed by the repository system. Repository systems have ROAs, cer-

tificates and CRLs (Certificate Revocation Lists). The information which must be included in an 
ROA is as follows: 

 
- AS Number 
- IP address prefixes 

IANA
(Trust Anchor)

Repository

RIR

ISP

RIR

ISP LIR NIR

End User ISP ISP

End User End User End User End User

Repository

Repository

 
Fig. 1.  The architecture of RPKI 
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Fig. 2 describes the structure of an ROA. The ‘version’ field and ‘Digest Algorithm’ field 
denotes both the version of ROA and message digest algorithm used in an ROA. The signa-
ture generated by an IP address holder, i.e. the end entity, is attached to the ROA. When an 
ROA is valid, the corresponding EE certificate is valid; furthermore, the AS number and IP 
address block in the ROA are identical to the AS number and IP address block in the EE 
certificate. Therefore, the validation period of the ROA is identical to the validation period 
of the EE certificate. The ‘Certification Information’ and ‘Revocation Information’ usually 
point to the repository system. 

Because each ROA is associated with a single end-entity certificate, the set of IP blocks con-
tained in an ROA must be drawn from an allocation by a single source, i.e., an ROA cannot 
combine allocations from multiple sources. Address space holders who have allocations from 
multiple sources, and who wish to authorize an AS to originate routes for these allocations, must 
issue multiple ROAs to the AS.  

 
2.2.2 CA Certificate 

Any resource holder who is authorized to sub-allocate these resources must be able to issue 
resource certificates to correspond to these sub-allocations [2]. In other words, in resource PKI, 
Internet registries, for example, APNIC (Asia Pacific Network Information Center), ARIN 
(American Registry for Internet Numbers), etc) naturally play as CA (Certification Authority)s. 
To issue ROAs, the holder of an IP address may need CA certificates to be used to validate the 
signature attached to ROAs 

In a typical Internet PKI, the subject name field in a certificate is descriptive. But in a re-
source PKI the subject name field isn’t descriptive. That is, in an Internet PKI, generally the 
holder of the certificate decides the subject name with specific rules, but in a resource PKI the 
certificate issuer decides the subject name. This decision is generally part of automatic process-
ing. For example, when the holder of a certificate is APNIC, the subject name field is composed 
as follows: 

 
- Country: AU 
- Organization: Asia Pacific Network Information Center 
- Common Name: APNIC Resource Certification Authority 
 
In Internet PKI, the subject name is to identify the holder of the certificate. But in RPK, the 

Version

Digest Algorithm

AS Number

IP Address Block

Certificate Information

Revocation Information

Digital Signature
 

Fig. 2.  ROA structure 
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certificate isn’t used to identify the holder of the certificate. In order to minimize legal issues 
and errors when using a non-descriptive subject name field the holder of a resource certificate 
tries to use the resource certificate for identification purposes. Because Internet Registries issue 
CA certificates to the organizations that already have a relationship, DB key or ID may be used 
with a subject name. 

RPKI CA certificates include the following fields: 
 
- Serial number: unique serial number per CA 
- Signature: signature identifier 
- Subject Public Key: public key value 
- Subject Key Identifier 
- Authority Key Identifier 
- CRLDP: CRL (Certificate Revocation List) Distribution Point 
- Authority Information Access 
- Subject Information Access 
- Certificate Policies 
- IP Resources 
- AS Resources 

 
2.2.3 EE (End Entity) Certificate 

The private key that is bound to the public key in an EE certificate isn’t used to sign to the 
other certificates. The main object of an EE certificate is the validation of a signed object related 
to IP address resources in the ROAs or certificates.  

Characteristic of resource PKIs is the one-to-one mapping between EE certificates and signed 
objects e.g. ROAs. So the private key is used to sign only one object. In other words, each 
signed object is generated from only one private key. Because of this RPKI feature, there is no 
need for a certificate revocation mechanism. If the EE certificate is expired, the ROA bound to 
the expired certificate is automatically regarded as invalid.  

This one-to-one correspondence ensures that the private key corresponding to the public key 
in a certificate is used exactly once in its lifetime, and thus can be destroyed after it has been 
used to sign its one object. This fact should simplify key management, since there is no require-
ment to protect these private keys for an extended period of time [2].  

Although we describe only two uses for end-entity certificates, additional uses will likely be 
defined in the future. For example, end-entity certificates could be used as a more general au-
thorization for their subjects to act on behalf of the specified resource holder. This could facili-
tate authentication of inter-ISP interactions, or authentication of interactions with the repository 
system. These additional uses for end-entity certificates may require retention of the correspond-
ing private keys, even though this is not required for the private keys associated with end-entity 
certificates keys used for verification of ROAs and manifests, as described above [2].  

 
2.2.4 Trust Anchors  

In any PKI, each relying party (RP) chooses its own set of trust anchors or root CA. This gen-
eral property of PKIs applies here as well. There is an extant IP address space and AS number 
allocation hierarchy, and thus IANA and/or the five RIRs are obvious candidates to be default 
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TAs here. 
For example, an RP (e.g., an LIR/ISP) could create a trust anchor to which all address space 

and/or all AS numbers are assigned, and for which the RP knows the corresponding private key. 
The RP could then issue certificates under this trust anchor to whatever entities in the PKI it 
wishes. 

It is expected that some parties within the extant IP address space and AS number allocation 
hierarchy may wish to publish trust anchor material for possible use by relying parties. A stan-
dard profile for the publication of trust anchor material for this public key infrastructure can be 
found in [3]. 

 
2.2.5 Repositories  

Initially, an LIR/ISP will make use of the resource PKI by acquiring and validating every 
ROA, to create a table of the prefixes for which each AS is authorized to originate routes. To 
validate all ROAs, an LIR/ISP needs to acquire all the certificates and CRLs. The primary func-
tion of the distributed repository system described here is to store these signed objects and to 
make them available for download by LIRs/ISPs.  

The repository system is the central clearing-house for all signed objects that must be globally 
accessible to relying parties. When certificates and CRLs are created, they are uploaded to this 
repository, and then downloaded for use by relying parties (primarily LIRs/ISPs). ROAs and 
manifests are additional examples of such objects, but other types of signed objects may be add-
ed to this architecture in the future. This document briefly describes the way signed objects (cer-
tificates, CRLs, ROAs and manifests) are managed in the repository system. As other types of 
signed objects are added to the repository system, it will be necessary to modify the description, 
but it is anticipated that most of the design principles will still apply. Although there is a single 
repository system that is accessed by relying parties, it is comprised of multiple databases. These 
databases will be distributed among registries (RIRs, NIRs, and LIRs/ISPs).  

Repository operators will choose one or more access protocols that relying parties can use to 
access the repository system. These protocols will be used by numerous participants in the infra-
structure (e.g., all registries, ISPs, and multi-homed subscribers) to maintain their respective 
portions of it. In order to support these activities, certain basic functionality is required of the 
suite of access protocols, as described below. No single access protocol needs to implement all 
of these functions (although this may be the case), but each function must be implemented by at 
least one access protocol.  

 
- Download: Access protocols must support the bulk download of repository contents and 

subsequent download of changes to the downloaded contents, since this will be the most 
common way in which relying parties interact with the repository system. Other types of 
download interactions (e.g., download of a single object) may also be supported.  

- Upload/change/delete: Access protocols must also support mechanisms for the issuers of 
certificates, CRLs, and other signed objects to add them to the repository, and to remove 
them. Mechanisms for modifying objects in the repository may also be provided. All access 
protocols that allow modification to the repository (through addition, deletion, or modifica-
tion of its contents) must support verification of the authorization of the entity performing 
the modification, so that appropriate access controls can be applied  
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Current efforts to implement a repository system use RSYNC as the single access protocol. 
RSYNC, as used in this implementation, provides all of the above functionality. A document 
specifying the conventions for use of RSYNC in the PKI will be prepared. 

 
 

3. IPV4 ADDRESS TRADING USING RESOURCE CERTIFICATES 
3.1 Scenario 

Fig. 3 describes scenario of IP address trading. We consider an on-line trade, but payment me-
thod is out of scope. 

 
(1) Seller of IP address requests that the CA issue an EE certificate 
(2) CA validates seller’s identity 
(3) CA issues an EE certificate for seller 
(4) Seller sells IP address(es) to the buyer, i.e., seller provides ROA including selling IP ad-

dress and Resource certificate.  
(5) Buyer validates IP addresses using ROA and seller’s certificate. After validation the buyer 

pays. 
(6) Payment is processed and a receipt is provided  
(7) Buyer requests that the CA issue an EE certificate for buyer’s new IP addresses. 
(8) CA validate buyer’s identity 
(9) Finally, CA issues an EE certificate for the buyer 

cert

Request issuance of resource certificate

Identification of seller

Issue resource certificate

Seller Buyer

Resource CA

Information of IP address

ROA
IP address holder: seller
IP address: XXX.XXX.XXX.XXX

Seller’s signature

+
Resource certificate

Subject name: seller
IP address: XXX.XXX.XXX.XXX

CA’s signature

Authentication of seller and IP address
Payment and issue receipt

Request issuance of resource certificate

Identification of buyer

Issuance resource certificate

 
Fig. 3.  IP address trading scenario 
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3.2 Operations 

3.2.1 Trading Steps 

Steps 1, 2, and 3 are typical certificate issuing steps. But the resource CA doesn’t validate the 
seller’s identification. The seller might be assigned IP address blocks and an AS number from 
the resource CA, but the resource CA simply confirms if the seller is his client or not. 

In step 4, the transaction is practically processed. The seller provides his IP address to the 
buyer and the IP address includes an ROA. Also, the EE certificate and CA certificate(s) are 
provided together. The ROA and certificates are evidence that prove the seller is authorized to 
hold an IP address in ROA. 

In step 5, the buyer validates the authority of the seller. Explaining this process in further de-
tail, the buyer verifies the signature attached to the ROA, and whether the IP address in ROA is 
identical to that of the EE certificate. The buyer also verifies the signature attached to the EE 
certificate, and confirms the expiration date of the EE certificate. Then the buyer verifies prece-
dence certificates of the EE certificate and CRL. After all of this verification, the buyer can con-
sider the holder of the IP address and the IP address itself as valid and trustworthy. 

After verification of the IP address, the buyer would pay and the seller would provide a re-
ceipt. After step 6, actual trading is complete. 

Steps 7, 8 and 9 are the processes through which the buyer registers his new IP address to the 
Internet Registry. Crucially in step 7, the buyer provides the evidence that proves trading is 
complete. This evidence includes the received ROA and receipts. Therefore, receipts MUST be 
protected by a cryptographic method. 

 
3.2.2 ROA management 

If a holder of an IP address sells his IP address, he MUST request to be issued an end-entity 
certificate containing that prefix in an IP Address Delegation extension. He then uses the corre-
sponding private key to sign an ROA containing the designated prefix and the AS number for 
the AS. The resource holder may include more than one prefix in the EE certificate and corre-
sponding ROA if desired. As a prerequisite, then, any address space holder that issues ROAs for 
a prefix must have a resource certificate for an allocation containing that prefix. The standard 
procedure for issuing an ROA is as follows:  

 
(1) Create an end-entity certificate containing the prefix(es) to be authorized in the ROA. 
(2) Construct the payload of the ROA, including the prefixes in the end-entity certificate and 

the AS number to be authorized.  
(3) Sign the ROA using the private key corresponding to the end-entity certificate (the ROA 

is comprised of the payload encapsulated in a CMS signed message [3]).  
(4) Upload the end-entity certificate and the ROA to the repository system.  
 
The standard procedure for revoking an ROA is to revoke the corresponding end-entity cer-

tificate by creating an appropriate CRL and uploading it to the repository system. The revoked 
ROA and end-entity certificate should then be removed from the repository system. Care must 
be taken when revoking ROAs in that revoking an ROA may cause a relying party to treat rout-
ing advertisements corresponding to the prefixes and origin AS number in the ROA as unauthor-
ized (and potentially even change routing behavior to no longer forward packets based on those 



 
Cheol-Soon Park, Jae-Cheol Ryou and Yong-Tae Park 

 

115 

advertisements). In particular, resource holders should adhere to the principle of "make before 
break" as follows: Before revoking an ROA corresponding to a prefix which the resource holder 
wishes to be routable on the Internet, it is very important for the resource holder to ensure that 
there exists another valid alternative ROA that lists the same prefix (possibly indicating a differ-
ent AS number). Additionally, the resource holder should ensure that the AS indicated in the 
valid alternative ROA is actually originating routing advertisements to the prefixes in question. 
Furthermore, a relying party must fetch new ROAs from the repository system before taking any 
routing action in response to an ROA revocation.  

 
3.2.3 Certificate issuance 

There are several operational scenarios that require certificates to be issued. Any allocation 
that may be sub-allocated requires a CA certificate, so that the certificates can be issued as nec-
essary for the sub-allocations. Holders of provider-independent IP address space allocations also 
must have certificates, so that an ROA can be issued to each ISP that is authorized to originate a 
route to the allocation (since the allocation does not come from any ISP).  

In the long run, a resource holder will not request resource certificates, but rather receive a 
certificate as a side effect of the allocation process for the resource. However, initial deployment 
of the RPKI will entail issuance of certificates to existing resource holders as an explicit event. 
Note that in all cases, the authority issuing a CA certificate will be the entity who allocates re-
sources to the subject. This differs from most PKIs in which a subject can request a certificate 
from any certification authority.  

If a resource holder receives multiple allocations over time, it may accrue a collection of re-
source certificates to attest to them. This is accomplished by consolidating the IP Address Dele-
gation and AS Identifier Delegation Extensions into a single extension (of each type) in a new 
certificate. However, if the certificates for these allocations contain different validity intervals, 
creating a certificate that combines them might create problems, and thus is not recommended.  

If a resource holder's allocations come from different sources, they will be signed by different 
CAs, and cannot be combined. When a set of resources is no longer allocated to a resource hold-
er, any certificates attesting to such an allocation must be revoked. A resource holder should not 
use the same public key in multiple CA certificates that are issued by the same or differing au-
thorities. Note that since the subject's distinguished name is chosen by the issuer, a subject who 
receives allocations from two sources generally will receive certificates with different subject 
names.  

 
4. IMPLEMENTATION AND EVALUATIONS 
4.1 Implementation 

4.1.2 System Architecture 

Fig. 4 describes the overall architecture. End Entity is the system that wants to assert its IP 
addresses and AS numbers. End Entity includes an ROA generation module. The Resource PKI 
CA system issues a resource certificate for the end entity. Resource PKI CA system receives an 
EE certificate issuance request from the End Entity and validates the request. ROA generated by 
End Entity and the certificate issued by the resource PKI CA system are uploaded to and stored 
in the repository system. The Relying party then downloads the ROA and resource certificate 
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from the repository system and validates them. The relying party system includes an ROA and 
certificate validation module. 

All communications from/to the repository system are implemented on the RSYNC protocol. 
And the end entity – resource PKI CA system uses HTTP. The Implementation environments 
are described in Table 1. 

 
4.1.3 System Operations 

This implementation is operated as follows: 
 
(1) Seller generates public key pair. Also using generated public key pair, seller generates 

CSR (Certificate Signing Request).  
(2) Seller uploads CSR, that is, requests EE certificate issuance (Fig. 5). 

ROA and Resource
Certificate

Validation module
Resource
Certificate

Issuance module

ROA
Generation

Module

RPKI
CA System

Repository
System

Relying Party
System

End Entity
System

HTTP

RSYNC RSYNC

RSYNC

 
Fig. 4.  System architecture 
 
 
Table 1.  Implementation Environments 
 

Components Implementation Environments 
Resource CA System -OS: Linux (Fedora) 

-Language: C/C++ 
-Library: openssl 1.0.0 

Repository System -OS: Linux (Fedora) 
-Language: C/C++ 
-Library: openssl 1.0.0 
-DB: mysql 

End Entity -OS: Linux (Fedora) 
-Language: C/C++ 
-Library: rsync, openssl 1.0.0 

Relying Party -OS Linux (Fedora) 
-Language: C/C++ 
-Library: openssl 1.0.0 
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(3) Resource CA system validates CSR and issues an EE certificate. Fig. 6 shows that the EE 
certificate includes an AS number and an IP address space. 

(4) CA system uploads the issued EE certificate to the repository and notifies the seller. 
(5) On receiving notification, seller generates ROA. 
(6) Seller uploads issued ROA to repository. 
(7) Buyer downloads ROA and related certificates from repository. 

 
Fig. 5.  Request of EE certificate issuance 

 
Fig. 6.  Generated EE certificate 
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(8) Buyer validates ROA and related certificates and validates the ownership of IP address re-
sources. Fig. 7 describes success of ROA validation. 

 
4.2 Evaluation of our model 

Previously we provided 3 questions that are needed to guarantee the secure transaction of IP 
address trading. Now we describe how our trading model answers those questions. 

 
(1) Is the seller who wants to sell the IP address(es) authorized? 
To answer this question, our model can provide evidence that the seller has a valid IP address 

and has authorization of that address. The ROA issued by the seller is the signed object that in-
cludes IP addresses and AP numbers. The EE certificate issued by the CA is used to validate 
ROA. So if the buyer is successful and satisfied with the validation of the seller’s ROA and re-
lated certificates, the buyer can authorize the IP address(es) including the ROA. 

 
(2) Am I the only buyer?  
If the buyer is convinced the seller hasn’t sold the same IP address(es) to another, the buyer 

can then proceed with confidence that he/she is only buyer for the IP address(es) he/she bought. 
During the certificates issuing process, the CA verify that the IP address(es) in the ROA is under 
their management. In resource PKI, Internet Registry used to be the CA so the CA usually issues 
certificates to their customers who own IP address(es) managed by the CA. 

 
(3) After the transaction, what is the mechanism that provides the proof of the buyer’s pur-

chase? 
After the transaction, the buyer requests certificate issuance for his/her new IP address from 

the CA, and then issues the ROA. When the CA issues the new certificate and the buyer issues 
the ROA, the transaction is complete. 

 
 

5. CONCLUSIONS 
In this paper, we proposed a mechanism of secure IP address trading. This mechanism is 

 
Fig. 7.  ROA validation 
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based on the Resource PKI. RPKI is the working item of IETF. 
If the IPv4 address transfer market comes into existence, then it is important to consider the 

method of IPv4 address protection. If there is no security and confidence in the market, few 
people would want to participate in the transactions. Therefore, to guarantee secure transactions 
of IPv4 addresses, we must consider confidence in trading. Our proposed mechanisms maximize 
confidence in IP address trading using RPKI. Our mechanism also solves all of the questions 
related to security of IP address trading; e.g., ‘Is the seller who wants to sell IP addresses author-
ized?’, ‘Am I the only buyer?’, ‘After the transaction, what is the mechanism that provides the 
proof of the buyer’s purchase?’ Using our mechanism, secure IP address trading is possible. 
Therefore, we conclude that this secure IP address trading can contribute to solving the problem 
of address shortages in the future. 
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