J Inf Process Syst, Vol.17, No.5, pp.989~1003, October 2021
https://doi.org/10.3745/JIPS.03.0167

ISSN 1976-913X (Print)
ISSN 2092-805X (Electronic)

Implementation of Search Engine to Minimize
Traffic Using Blockchain-Based Web Usage History
Management System
Sunghyun Yu*, Cheolmin Yeom*, and Yoojae Won*

Abstract
With the recent increase in the types of services provided by Internet companies, collection of various types of
data has become a necessity. Data collectors corresponding to web services profit by collecting users’ data
indiscriminately and providing it to the associated services. However, the data provider remains unaware of the
manner in which the data are collected and used. Furthermore, the data collector of a web service consumes
web resources by generating a large amount of web traffic. This traffic can damage servers by causing service
outages. In this study, we propose a website search engine that employs a system that controls user information
using blockchains and builds its database based on the recorded information. The system is divided into three
parts: a collection section that uses proxy, a management section that uses blockchains, and a search engine
that uses a built-in database. This structure allows data sovereigns to manage their data more transparently.
Search engines that use blockchains do not use internet bots, and instead use the data generated by user
behavior. This avoids generation of traffic from internet bots and can, thereby, contribute to creating a better
web ecosystem.
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1. Introduction
With the current popularity of big data, AI, and cloud computing, interest in data sovereignty is also
on the rise. Data sovereignty is the practice of granting rights to an individual’s data, akin to the rights of
an individual over his body or property, to determine when, where, how, and for what purpose his data
will be used, and to know why it is used when necessary [1]. Many companies provide services using the
aforementioned technologies. Among them, representative web search engine service providers
maximize their profits by providing advertising services and customized services [2]. These customized
services are provided by tracking browsing information as well as keywords retrieved from the search
engine service, storing them in their database, and analyzing them. This information is then used to
improve the quality of the customized services. However, the measure of quality is often determined by
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the profitability of the service instead of the extent of data sovereignty it affords. The same principle
applies to methods of data storage as well. Several internet companies store and use data collected from
users in their databases. As the storage database is centralized, the data owner is not at a position of
control with regard to his data. This means that decision-making regarding manipulation and use of data
is possible irrespective of the opinion of the sovereign and that the sovereign may not even be aware of
the decision [3].
It is, thus, necessary to address these issues to ensure data sovereignty, especially to keep up with the
increased interest in this topic. Additionally, existing web search engine services suffer from traffic
problems. In such services, information is generally collected using internet bots, which are automated
information gathering software. Internet bots are used to collect information on the web as they simulate
the web surfing of a real user. Web search engine service providers use internet bots to gather information
to build a database. This enables them to perform search engine functions like transmitting queries to the
database and associating them to the most appropriate links. In order to provide such a service, the
database must remain updated, requiring internet bots to visit various servers frequently. This generates
a significant amount of traffic [4]. Consequently, a server in a poor environment may be paralyzed by the
traffic generated by several internet bots, making it difficult for it to provide services to real users [5]. In
fact, according to a 2018 report, the proportion of bot traffic is as high as 42.2% of the total web traffic
[6]. With the rapid increase in the number of devices connected to the Internet [7], efforts to reduce the
traffic generated by Internet bots are becoming indispensable for the efficient use of web resources,
making solving the aforementioned problems imperative. This study proposes a method that bypasses the
use of internet bots and makes web resources more efficient via a website usage record management
system that guarantees data sovereignty and a website search engine built using the website. The central
idea is to use blockchain technology, Smart Contracts, and proxies to build a website usage record
management system, to build a website search engine using the data collected by this system and to
provide it as a web service. Using this method, the user can first trace and control his/her web usage
records to ensure data sovereignty. Second, the use of Smart Contracts allows users to control and collect
website usage records and thereby increases efficiency by automating the processing of payments
between users [8]. Third, if a web search engine is constructed using the collected data, a database can
be built without the use of internet bots. This can contribute to the reduction of the overall web traffic. In
the following sections, we introduce related studies and describe the detailed method of construction of
the proposed website usage record management system and the method of implementation of the
proposed website search engine using the database.

2. Related Work
2.1 Self-Sovereign Model
The self-sovereign model is presented in detail following an overview of the centralized model.
Existing centralized models suffer from the problem that the control over user’s data resides between the
issuer and the verifier, thus implying that decisions about the data can be made without the involvement
or the cognizance of the user (Fig. 1).
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Fig. 1. Centralized model in the field of identity verification.
The self-sovereign model addresses the aforementioned problem by placing the user at the center of
the control locus, such that both the “issuer” and “verifier” agencies can send and receive data via the
user, and the data are verified using a distributed ledger (Fig. 2). This model enables individuals to
actively manage and control their information and use it in various fields as per their discretion [3,9]. In
this study, the self-sovereign model adopts an approach that is different from the previously proposed
centralized collection systems. The collected data lie at the heart of the locus of control so that a user can
see when, how and who uses their data and where it is stored. The record is then managed via a register
using a distributed ledger. In this study, the register’s role is fulfilled by blockchain.

Fig. 2. Self-Sovereign model in the field of identity verification.

2.2 Blockchain
A blockchain is a type of distributed database that uses distributed ledger technology to prevent the
falsification of data records via arbitrary manipulation [10] and stores data, such as the transaction history
of all users, in the network using data distribution processing technology. As multiple nodes store data in
a blockchain, instead of a central server, attacks on it are futile unless the majority of the participants’
data are tampered with.
Blockchain is composed of interconnected blocks. A block comprises two parts: a block header and a
transaction. The block header comprises six pieces of information: the hash value of the previous header,
the version, and the time. If a block contains basic information, then there is key information present in
the transaction [11] (Fig. 3).
Blockchain has been used to construct singular global financial units based on decentralization,
beginning with the first-generation blockchain, Bitcoin, however, it has not gained wide acceptance in
the financial sector owing to its slow transaction speed, low scalability, and lack of positive consensus.
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However, the second-generation blockchain, Ethereum, has become a platform, not just for financial
transactions, but also for contract automation using Smart Contracts. Recently, third generation blockchains have been popularized and applied throughout the society based on positive changes in consensus
algorithms, transaction processing speeds, and availability in various programming languages.
This study uses blockchain to construct a decentralized system. Proof-of-work between nodes is used
to establish data integrity, and Smart Contracts are used to store or manage data on the blockchain. All
histories in the system, such as blocks created or transactions for processing data using Smart Contracts,
are stored in blocks and linked together in the order in which they are produced, thus enabling traceability
of the data. In addition, tokens generated during the proof-of-work of the blockchain can be used to
reward system contributors. These tokens are also the terms of the Smart Contracts for collection and are
used by sovereign owners of the collected data to receive just compensation.

Fig. 3. Block structure of blockchain.

2.3 EOSIO
EOS is a third-generation cryptocurrency that uses delegated proof-of-stake (DPoS), which is a type of
proof-of-stake (PoS). In the pure PoS format, the number of shares owned by a miner is directly
proportional to its likelihood of mining new blocks [12]. The difference between PoS and DPoS lies in
the fact that DPoS chooses block producers (BPs) to achieve consensus by delegating their stakes, which
is environmentally friendly and guarantees high performance, because it is more energy efficient than
consensus through proof-of-work, as is common in other consensus algorithms. Based on blockchain
technology, EOS is a decentralized platform designed to support decentralized applications that can
develop Smart Contracts about 200 times faster than second generation cryptocurrencies without any
fees. It transforms complex addresses into accounts that are easy to understand. This makes EOS faster
than other blockchains for decentralized applications (DApps) [13]. The reasons for choosing EOS over
other blockchain protocols in this study are as follows. The difference between EOS and other technologies is the use of DPoS as previously explained. As described previously, it is environmentally
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of-work used in traditional blockchain technology, require a lot of time and resources. People using web
search services are not generous enough to wait for the required amount of time and are unwilling to
allow their computer resources to be unnecessarily consumed for the process. This is a major reason to
choose EOS over other blockchain technologies to collect, manage, and link web usage records in less
time. Further, if DPoS is used via EOS, it enables anyone to provide services using the data on the
blockchain while simultaneously allowing users to vote for service providers who provide higher quality
or desired services. Service providers that are aware of this will, in turn, work to improve the quality of
their services in order to receive greater number of votes. This will naturally help service providers to
enhance the overall quality of the system.

2.4 Smart Contract
The Smart Contract is a concept originally proposed by Nick Szabo in 1994 to create a contract using
digital instructions and automatically execute the contract according to the terms [14]. Digital contracts
are clear in terms of contractual results and can be implemented at right angles. The Bitcoin script
embodies this on the basis of blockchain and automatically performs transactions based on pre-set
conditions. However, allowing loops within a contract makes it vulnerable to DOS attacks. Smart
Contracts can now be used to solve the aforementioned problem in Ethereum, and to write contracts in a
high-level language. It can further be used as a means of creating various applications beyond simple
financial contracts, on the blockchain platform [15]. In this study, Smart Contracts are used to record the
user’s web usage records collected by proxy in EOS’s multi-index database, leaving the history on the
blockchain and investigating the preferences of the websites accessed. We also include tokens in the
terms of our Smart Contract, as described above, to ensure that users receive fair compensation from the
service providers who wish to access their data. Similar to the system proposed in this study, the ones
constructed using Smart Contracts can be easily expanded to deliver various services.

2.5 Proxy
A proxy is a computer system or application that allows a client to indirectly access other network
services through it. It is called a proxy because it participates in communication on behalf of both the
server and client as a relay. Therefore, this technology can keep the proxy user anonymous and prevent
data leakage and possible threats. Additionally, by inserting relevant scripts, associated services can be
provided via software installed on the proxy server, without installing any software on the user’s
computer [16]. In this study, proxy is used to provide a web proxy environment. The web proxy is implemented so that the users can log in to their blockchain wallet using a session. The proxy stores a log of
the web surfing activity performed using its service in a transaction and sends it to the blockchain
network. This generates a Smart Contract and if the user is logged into his blockchain wallet, then he
himself becomes the actor of that record will be able to check his history or manage his data. Users may
also obtain appropriate compensation based on the terms of Smart Contracts.

2.6 MongoDB
MongoDB is a new type of database designed to overcome the limitations of relational databases. It is
a NoSQL database that has been designed to store, process, and manage big data, typically characterized
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by 3V (volume, variety, velocity) [17]. Unlike existing databases, the schema is free and stores the data
in a document in JSON format. When the data are stored, the user employs collections to group similar
documents together. This grants the system greater query efficiency than relational databases.
Any type of data can be stored on the MongoDB database, and it has the advantage of being intuitive
and exhibits excellent reading and writing performances. However, its performance suffers when a
transaction is required. In this study, MongoDB acts as an intermediary to increase the convenience of
providing and using data stored in the blockchain, such as data stored in multi-index databases or
transaction histories recorded in blocks. It is used to process various types of data and render them
accessible in a convenient form.

2.7 Elastic Search
Elasticsearch is an open source real-time distributed search engine developed based on Apache Lucene
to support JSON-based unstructured data distributed search and analysis. It concurrently employs realtime search service and distributed and parallel processing, thereby enabling the implementation of
various functions via the application of a plug-in type [18].
Elasticsearch allows the user to store, search, and analyze vast amounts of data within a short period
of time. Querying using a relational database involves scanning and mapping all available tables.
Therefore, its performance becomes worse with an increasing number of documents. In fact, its performance as a search engine is not satisfactory owing to its slow speed even if the number of documents
exceeds merely 10,000.
As is apparent from the table, if the keyword “tomato” is used in a search, the documents that are
known to contain the word “tomato” in them (namely, A, B, and C) are returned (Fig. 4).
Keyword

Document

Tomato

A, B, C

Apple

C, D, E

Orange

F, G, H

Fig. 4. Table of relations between keywords and documents.
If a user inquires using the keyword “Incheon Terminal,” the relational database will only search for
the phrase “Incheon Terminal” and not for information about “Incheon Terminal.” However, in the case
of Elasticsearch, the term “Incheon Terminal” is divided into two keywords, “Incheon” and “Terminal,”
and all sentences including any of the two keywords, not necessarily together, are returned.
Elasticsearch supports a full query and relevance rating system. Therefore, the searched results are
returned in descending order of score. When a user searches for “Incheon Terminal,” the document
containing “Incheon Terminal” appears ahead of documents containing “Incheon” or “Terminal.”
Because of this feature, Elasticsearch is useful in providing services that need to search the contents of
a database in real time or to with the use of keywords [19]. In this study, Elasticsearch is used as a search
engine in a website search engine service by linking with blockchain and MongoDB, which processes
and owns the data. MongoDB processes the data according to the data format of Elasticsearch, and
Elasticsearch receives and processes the data to build the data structure for the search engine service.
Once built, the search engine is updated periodically with data written to the blockchain. It also processes
the query from the implemented search engine site and returns the results to the user.
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3. Website Usage History Management System
In this paper, we propose a website record management system using blockchains and Smart Contracts
and a collection system that operates with the use of proxy servers. The proposed system also uses the
data stored in the system’s database to provide search engine services. This solves the problem of
excessive traffic from existing custom services and website search engines

3.1 EOS Private Multi-Host Multi-Node
In this system, each proxy server and search engine service, which is used for collection, possesses a
single blockchain node. Each node is connected to a P2P to configure the EOS private multi-host multinode.
In EOS, nodes are divided into BP nodes and non-BP node. BPs act as subjects to create blocks that
are joined to the blockchain, and non-BPs do not create blocks. In this study, three nodes—one BP and
two non-BPs—are employed. The two BPs provide proxy service and web search engine service, and
their services are evaluated. The non-BP node is a history node in the management system that keeps and
reads records such as transactions. Both the BPs receive and record transactions sent from users. The
records are used to create blocks in a prescribed order. The BPs use the records to create relevant blocks
and mutually check each other. When finished, each block is connected to the preceding block. This
interaction is executed using P2P communication. The non-BP node is not capable of participating in the
block check and receives the generated block data. When a user connected to the non-BP seeks
transaction transfer, it acts as a relay between the user and the BP nodes (Fig. 5).

Fig. 5. Node composition in this study.

3.2 Collection System
The collection system consists of the user, a proxy server destination server, a blockchain, and a
database. In this study, the proxy server is implemented at Node.js, and the destination server refers to
the server of the website that the user wishes to access. When the website is accessed via the proxy server,
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the proxy server sends the transaction to the blockchain using a Smart Contract and records the contents.
The contents are, in turn, stored for a certain period of time in the multi-index database inside the
blockchain, called EOS::TABLE in EOS. Stored contents can be checked in the corresponding multiindex database within the period of time that it is stored for and can be used as a confirmation of the
transaction transfer record even in the block created by the agreement (Fig. 6).

3.3 Management System
The management system is a system that operates between the blockchain and the user and manages
collected information by creating a profile that determines the disposal of user information and collected
information in advance for general users using Smart Contracts. It also enables historical tracking of
recorded data using transaction records stored in blocks. For service provider-type users, they are
responsible for providing data for third party application services (Fig. 7).

Fig. 6. Operating procedure of the collection system.

Fig. 7. Operating procedure of management system.

3.4 Search Engine using This System
We propose a search engine using this system to utilize the collected data based on user behavior stored
in the system database to build a web search engine service. This type of search engine does not require
the services of Internet bots. The collected data are stored in the blockchain following the aforementioned
process and is not immediately suitable for use in the application. This is because data compiled using
the transaction logs stored in a block has a more complicated structure than data stored in multi-index
databases. To address this issue, the data are primarily stored in a DB with a flexible schema for synchronization, and the data stored in the database are synchronized with the search engine to optimize
search efficiency. In this study, we use MongoDB as the DB and Elasticsearch as the search engine (Fig. 8).
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Fig. 8. Operating procedure of the search engine using this system.

4. Experiments
Users are capable of creating their own wallet account on the proposed system based on their name,
coin information, and user profile. When a user creates a wallet and uses the proxy server and the search
engine, the search engine collects his information, reflects it in the search results, and rewards users for
this contribution. In this case, if a third party service provider provides customized service using the
collected information, a Smart Contract is formed between the information provider and the service
provider to reward the user. Search engines provide search capabilities and collect information about
searches, wallet names, search keywords, and site addresses, and store these items in blocks. Users can
also mark pages by “liking” them, which indicates the pages that they find useful. The multiple metrics
inherent in this collected data can be used to calculate usability scores according to which the search
results may be ranked. This helps the search engine service provide the user with the top ranked results.

4.1 Scenario
Fig. 9 depicts a diagram for explaining the operating procedure of the aforementioned search engine
based on the collection, storage, and utilization methods described previously. The whole diagram depicts
a scenario of the website usage record system—the upper row exhibits the operation of the blockchainbased search engine, and the lower row depicts the procedure of the storage method and the utilization
method. First, the user searches for the desired information by sending a query to the blockchain-based
search engine via the web-based UI. Subsequently, the user’s web surfing history is collected and stored
via the collection system. The collected information is recorded on the blockchain using a Smart Contract.
Therefore, if a user accesses the proxy server via this process, his information can be stored in the

Fig. 9. Operating procedure.
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blockchain, preventing its leakage into the destination server through the embedded JavaScript and thus
avoiding serious compromise of user experience. At this point, the Smart Contract is executed via
transaction transmission using eos.js of the proxy server and is saved in the blockchain. This information
is also synchronized with the database to enable easy perusal of transaction records stored in the
blockchain. Via this process, we construct a search engine (server) based on the database.

4.2 Collected Data Recording using Smart Contract
To record website usage records using Smart Contract, contract creation is required. EOS uses C++ to
compose contracts, and the user can access the contract by compiling it, and subsequently converting it
to web assembly, and uploading it to the blockchain network (Fig. 10). This system is based on the 1.6.x
version of EOSIO.CDT (Contract Development Toolkit).

Fig. 10. Part of the contract created for the operation of the smart contract.
An EOS Contract is composed of eosio::contract, eosio::action, and eosio::table. In this system,
eosio::table records the name of the wallet that transmitted the transaction, the time of transmission, the
title of the site, and the web address of the site. In eosio::action, an action of transmitting information is
encoded. In this action, it is verified that the transaction sender and the owner of the record are the same
when the wallet information is used. Subsequently, the repository of the table that was created first is
searched, and the data are recorded using the emplace function if the corresponding index is empty.
The implemented contract is compiled using eosio-cpp and registered using cleos. This makes it
possible to use contracts registered in blockchains based on transactions.
In the code that implements the proxy server, another code is included to collect the URLs visited by
the user and transmit this information to the server. Collected URLs are processed in the table form of
the created contract and transmitted using Eos.js. When Eos.js transmits a transaction to the blockchain
network, the contract is activated and written to eosio::table, which leaves a transaction record in the
block.

4.3 Collection of Website Usage using Collection System
The proxy server is used to collect website usage records. First, the proxy server transmits transactions
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to the blockchain network, and a Smart Contract that stores the collected information is created in
advance. Via this process, the collected website usage records can be recorded in the blockchain. The
unblocker module is used to build a proxy server using Node.js and insert the scripts.
First, the user connects to the destination server via the proxy server. No separate program installation
is required for this step. The proxy_server sends a request to the destination server and receives a response
corresponding to the request of the user. At this point, website usage record collection and JavaScript for
proxy service are performed and the response is sent to the user.
The user continues web surfing based on the response received. At this time, JavaScript collects the
URLs accessed by the user via the proxy site (Fig. 11).

Fig. 11. Access via proxy site of the user client.
The URLs collected by JavaScript are transmitted back to the proxy server via the GET method (Fig.
12). The proxy server receives this and transmits the transaction to the blockchain utilizing Node.js and
Eos.js.

Fig. 12. Client sends data to proxy server using GET method.
Transactions sent to the blockchain network execute the Smart Contracts to record website usage, and
the Smart Contracts record this information in the eosio::table, a chain and multi-index database (Fig. 13).

Fig. 13. Screen displaying a blockchain node web server accepting the transaction sent by a proxy server.
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4.4 Results
If the blockchain node web server approves the transaction sent by the proxy server using Eos.js, the
transaction is transmitted to the blockchain network (Fig. 14).
This transaction triggers the Smart Contract, and the data are recorded in the eosio::table; furthermore,
the history is recorded as a transaction record in the generated block (Fig. 15).
If the data are recorded in a block in this fashion, the data can be checked via the search engine using
this system and a search function may be performed (Fig. 16).

Fig. 14. Screen displaying transaction sent by the proxy server.

Fig. 15. Example of transaction content in a block.

Fig. 16. Screen displaying transmitted data being reflected in the search engine.
In a database, information increases with the increase in the amount of data written in a block. In a
blockchain, the amount of information stored in a block is proportional to the quantity of transactions
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transmitted for the Smart Contract, which increases as more of the user’s web behavior is recorded (Fig.
17).
Generally, search engines index the retrieved web documents based on the popularity of the pages on
the web [20]. In the proposed system, we provide a more efficient search engine service by processing
increased amounts of data and calculating the corresponding usability scores. The number of responses
returned by a search engine increases with the amount of information stored in its database. Consequently,
the usability score calculated based on a high amount of data can be used to recommend more useful
information to the user (Figs. 18 and 19).

Fig. 17. Increase in search engine data via service use.
Wallet id

keyword

Url (Example)

A,C,D

Eos

Eos.io

Like score
3

A,C

Eos

coinbase

2

A

Eos

eoshashnet

1

B

Eos

eoswiki

0

Fig. 18. Example of constructing a database using processed collected information.

Fig. 19. Website search engine built using a configured database.

5. Conclusion
In this study, we proposed a system that manages users’ website records using blockchain and
constructs a search engine based on this data. The management of information, reasonable payments for
using the information, and minimizing unnecessary web traffic from automated programs, were also
discussed. This study enables a more transparent management of website usage records, thus enabling
users to check and intervene as per their requirement, and greater data sovereignty, by instituting
reasonable compensation for data usage through Smart Contracts. Furthermore, the architecture
maintains records of the owner of the information and its contents in the blockchain using Smart
Contracts that can help to review the database in case of controversy and fraud.
A website search engine has also been proposed that operates based on users’ web usage records, and
thus, avoids the generation of indiscriminate traffic caused by automated programs that usual search engines
rely on. This helps create a better web ecosystem. Additionally, it improves user experience by reducing
the consumption of resources for service maintenance and providing a more user-friendly service.
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An increase in the number of users causes an increase in the quantity of web records collected by the
service, which, in turn, increases the number of generated transactions. This contributes to the further
advancement of the service. Moreover, as data gathered from actual web surfing activities record more
meaningful links than those gathered from bots and crawlers used by existing search engine sites, the
proposed search engine is capable of provide more meaningful data.
As the proposed system depends on the behavior of its users to enrich its services, it can only provide
meaningful service when the number of participants exceeds a certain threshold. However, its varied
advantages offset this disadvantage. Therefore, if it is complemented meaningfully and developed using
supplementary measures such as providing seed data, the proposed system can usher in an undisputed
age of data sovereignty, which will, in turn, contribute to a healthier web environment.
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