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Abstract
IT security companies have been releasing file system filter driver security solutions based on the whitelist,
which are being used by several enterprises in the relevant industries. However, in February 2019, a whitelist
vulnerability was discovered in Microsoft Edge browser, which allows malicious code to be executed unknown
to users. If a hacker had inserted a program that executed malicious code into the whitelist, it would have
resulted in considerable damage. File system filter driver security solutions based on the whitelist are
discretionary access control (DAC) models. Hence, the whitelist is vulnerable because it only considers the
target subject to be accessed, without taking into account the access rights of the file target object. In this study,
we propose an industrial device security system for Windows to address this vulnerability, which improves the
security of the security policy by determining not only the access rights of the subject but also those of the
object through the application of the mandatory access control (MAC) policy in the Windows industrial
operating system. The access control method does not base the security policy on the whitelist; instead, by
investigating the setting of the security policy not only for the subject but also the object, we propose a method
that provides improved stability, compared to the conventional whitelist method.
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1. Introduction
The advancements in IT technology have enabled all the industrial sectors to establish smart industrial
environments. Recently, several industrial operating system (OS) functions such as task processing, user
interface, network and communication, and services have been improved, providing numerous
opportunities in various fields. Among the industrial OSs, Microsoft Windows embedded OS is used in
a considerable proportion of industrial devices [1]. Thus, the Windows embedded OS has been targeted
by hackers. In an incident at Target Corporation in the United States in December 2013, a hacker inserted
malicious code in the network where the point-of-sale (POS) system was installed through the internal
business network and executed it in the POS system to capture crucial information [2,3]. Although antivirus software has been used to address these threats, it is unsuitable for tackling new types of malicious
code, and there is a possibility of computer resource-related issues in low-end systems or environments
where the network speed is limited. Therefore, domestic and foreign IT security companies have been
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releasing file system filter driver security solutions based on the whitelist, which are being used by several
enterprises. However, in February 2019, a whitelist vulnerability was discovered in Microsoft Edge
browser, which allows malicious code to be executed unknown to users. For this vulnerability, CVE
2019-0641, the Microsoft Security Response Center did not respond to questions on the whitelist but
issued a statement that the problematic part would be removed at earliest [4]. If a hacker had inserted a
program that executed malicious code into the whitelist, it would have resulted in considerable damage.
File system filter driver security solutions based on the whitelist can cause serious problems, if the access
rights of the whitelist are captured by hackers. These security solutions are based on discretionary access
control (DAC) models, which are vulnerable because they only consider the target subject to be accessed,
without considering the access rights of the file target object [5].
Therefore, there is a need for a security system with enhanced confidentiality to compensate for the
vulnerability of security solutions based on the whitelist. The whitelist method is efficient because
conventional file system filter driver security systems based on the whitelist execute only limited
programs due to the nature of the industrial environment. In addition, this method is useful because the
industrial environment generally does not require high computer performance, resulting in high memory
efficiency. Furthermore, a security policy using the whitelist is effective from the administrator’s point
of view because the security administrator manages only the whitelist policy. However, if ownership of
the whitelist is compromised, a fatal flaw can arise in the security system. As a result, crucial information
in the system can be captured. Therefore, in order to prevent this issue, it is necessary to strengthen the
security system of the local internal scope of an industrial system. In this study, we propose an industrial
device security system for Windows to address this vulnerability, which improves the security of the
security policy by identifying not only the access rights of the subject but also those of the object through
the application of the mandatory access control (MAC) policy in the Windows industrial operating
system. We do not base the security policy on the whitelist but set it for both the subject and object. The
security policy sets a security label for the subject and object, and allows and denies access by comparing
their security labels. Such security label comparison involves three steps. In step 1, the security label is
extracted from the policy of the subject and object, respectively. In step 2, with the extracted security
label, access permission or denial is determined through a security label comparison algorithm. In step 3,
the messages for which access is allowed or denied are sent to the file system driver. Even if the attacker
captures the security policy present in the whitelist, this MAC-based policy prevents him/her from
running the malicious code required for attacks, unless the security policy of the object is captured. As
there is a security policy for both the subject and object, it is possible to improve the security with this
dual security, compared to the conventional whitelist method.

2. Related Work
2.1 Windows Embedded File System Filter Driver
2.1.1 File system filter driver overview
The Windows OS file system filter driver refers to a driver that processes input/output (I/O) requests
between the highest-level driver and lower-level drivers in the driver hierarchy. This is also applicable to
Windows embedded OS; as this OS is inherited from the standard OS, the filter driver structure is also
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inherited. In addition, the filter driver sends and receives I/O requests in the middle; hence it is possible
to complement the functions provided by the file system filter driver or disk driver or add new functions.
For example, if we create a file access control driver, we should write a file system filter driver because
the OS provides the file system driver. Most drivers used for file access control or Internet protocol (IP)
addresses and port control and monitoring are created using filter drivers. The file system filter driver, as
its name indicates, is a filter driver used for the file system. Precisely, it is a driver that is located over
the file system driver, which is a high-level driver, and is used to implement I/O monitoring and file
access control by receiving I/O requests from user mode applications [6,7].

2.1.2 Structure of file system filter driver
When a filter driver is newly placed on the stack of the file system driver, it receives all the I/O request
packets (IRPs) that the I/O manager sends to the file system drive, after which it performs the desired
processing and delivers them to a low-level filter driver or the file system driver (Fig. 1). Here, the file
system driver cannot be aware of the operation performed by the high-level filter driver, due to its
structure. Therefore, although the file system driver receives the IRP, whose information has been
changed by the high-level filter driver, it performs the IRP as delivered directly by the I/O manager.
Because the filter driver can control the status value of the low-level driver or the results of the processing
requests, it can perform additional functions and file access control [8].

Fig. 1. File system filter driver structure.

2.1.3 IRP structure
IRP is a packet that contains all the information on the I/O requests that the driver should process and
is the name of a structure used in driver programming. All the drivers running in the kernel have a dispatch
routine to communicate with the hardware or other drivers. This dispatch routine is called when there is
an I/O request, and it returns the result after appropriate processing according to the requested content.
When an I/O request sender fills the IRP structure with the request content to send the IRP, the IRP
structure is sent as an argument, when the dispatch routine is called. The IRPs managed by the I/O
manager form an I/O stack for each layered driver, to deliver the information suitable for each process
[9]. The following is a description of the IRP structure used in the proposed security system.

2.1.4 Development of file system filter driver
Prior to the minifilter method, the legacy method of developing a filter driver utilized the IRP hooking
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method. This hooking method had been phased out because Microsoft supported the minifilter method,
and driver development has been easier with the provision of a kernel application programming interface
(API). Consequently, it provided security against Rootkit, which is a method of hacking kernels using
hooks. The development of the filter driver involves four steps.
As seen in Fig. 2, the driver is registered, and the altitude is set in step 1. An IRP routine is registered
in the FltRegisterFilter structure for the part required for the driver function, and the stack memory to
store the security policy is configured in step 2. The kernel port is set to communicate with the user mode
in step 3. Finally, the filter driver is loaded in step 4.
In step 3, it is developed to control the file input and output, and registered in the required IRP structure.

Fig. 2. Filter driver, DriverEntry.

2.2 File Access Control Model
In file access control, the target subject executes the object, and the non-target object is executed by
the subject. In the Windows OS environment, the parent process becomes the subject and the file
requested to be executed becomes the object. Further, we examine the file access control model related
to this study.

2.2.1 Discretionary access control
DAC is a method of restricting access to the object based on the identifiers of the subject or groups to
which it belongs [10]; hence, access control is discretionarily performed by the owner of the object.
Therefore, as long as the subject has certain access permissions, i.e., unless the MAC model is
maintained, it can hand over its permission to any other subject. The general attributes of the DAC model
are summarized below. The drawbacks inherently inherited from the DAC model are as follows: First,
control is based entirely on the identity of the subject because of the nature of the DAC [11]. Next, the
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identity of the subject is crucial; therefore, information in the system is exposed, if an action is performed
using the identity of another person [12,13].
In Fig. 3, the subject has read, execute, and write rights to the object in the security policy. When the
subject has access to the object, access control is determined based on the rights of the subject. However,
if the whitelist security policy set with the rights of the subject alone allows attackers to obtain access to
the system, the entire security system may be compromised. Domestic and foreign industrial system
security products with this vulnerability manage the security policy using a whitelist-based DAC model.
Unless this drawback is addressed, there is a concern that system information may be exposed.

Fig. 3. Implementation of the DAC model.

2.2.2 Mandatory access control
MAC is a method of restricting access by checking not only the rights of the subject, but also those of
the object. Access control cannot be managed discretionarily by the owner of the object and is enforced
because the access rights for the object are checked [14].
As observed in Fig. 4, MAC is a method of controlling access according to the relevant level or category
by setting the security label between the subject and object in the security policy, and assigning the level
and category to each user in the label. It is implemented in a kernel based on the Bell-LaPadula (BLP)
model, and there are five levels and 64 categories in a label. When comparing the MAC mechanism to
real life, it is to implement a secret handling authority. By dividing the user levels, it solves the Trojan
horse problem in the levels. The basic principle is that the subject of the same level can read/write the
object of the same level, according to the user level. It is a method of controlling access according to the
rule that the subject of the relevant level cannot read (no read-up) the object of a higher level, and the
subject of the relevant level cannot write (no write-down) to the object of a lower level. This complies
with the BLP model, which can control hierarchical relationship access. However, because access control
thorough the mutual relationships between different groups within the same level is required, it performs
access control by category such that only the subject belonging to the relevant category can get access to
the relevant object. In the BLP model, the levels are organized hierarchically, and the categories are
organized within each level. The MAC information in the security database comprises the identifiers
corresponding to the object, level, and category. After finding the security label using the identifier
information of the object that a process wants to access, it checks the access rights by comparing the level
and category content of the processor [15].

Fig. 4. Implementation of the MAC model.
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2.2.3 Policy-based access control
Policy-based access control was proposed to control the access of task computing in a ubiquitous
computing environment. It is a method of handling access to resources through a network and sets the
security policy to evaluate requests for network resources [16,17]. It is not based on the subject but on
the data evaluated according to the resource requests for forming the security policy in a ubiquitous
computing environment. However, as the security method is a single security type, the security system is
vulnerable, if a hacker captures the security policy.

2.3 Related Security Systems
2.3.1 SELinux (Security-Enhanced Linux)
In Linux OS, a Linux kernel security module provides a mechanism for supporting the access control
security policy including the MAC model to strengthen the security of a file system that adopts the DAC
model. SELinux is a security system that adopts the MAC model applied with the BLP model, as depicted
in Fig. 5. The concept of no read-up and no write-down is applied to SELinux, and read/write rights are
allowed only when the label is the same [18].

Fig. 5. SELinux security label.

Fig. 6. Multi-level security.
The SELinux security label is divided into multi-level security (MLS) and multi-category security
(MCS). MLS is a security level (clearance), which allows the subject to access objects with the same
security level as that of the subject, restricting access to different security levels. In the proposed security
system, the security label is composed of a combination of the security level and category. The clearance
of the security label ranges from 0–15; the lower the level, the higher is the security. The clearance
security rule is shown in Fig. 6. If the object has higher clearance than the subject, read is denied because
no read-up is applied. If the object has lower clearance than the subject, write is denied because no writeJ Inf Process Syst, Vol.17, No.4, pp.834~850, August 2021 | 839
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down is applied. If the subject and object have the same clearance, read/write is allowed.
The MCS category security rule is illustrated in Fig. 7. It comprises categories A–F and is set to restrict
access of unequal categories. If the categories are the same, access is allowed. However, if they are not,
access is restricted according to no read-up. If the subject belongs to the category of the object, it complies
with no write-down [19]. Furthermore, it is designed to configure various security labels by combining
the clearance and category of the security label.

Fig. 7. Multi-category security.

2.3.2 Ahnlab, TrusLine
Ahnlab “TrusLine” is a whitelist-based security solution optimized for industrial control systems that
use only designated programs because of their high sensitivity to stable operation. It includes product
features such as Windows embedded OS support, unauthorized application installation control, and
IP/Port blocking external storage. Furthermore, there are features such as blocking the path of infection
by preventing automatic device execution, providing independence from OS patch updates, minimizing
the memory/CPU utilization of control systems, and managing policies through the DAC security policy
model [20].

2.3.3 McAfee, Application Control
It is a whitelist-based control system security solution that supports Windows embedded OS and Linux
OS. It generates the whitelist dynamically using a trust model, provides DAC policy-based ease of use,
blocks the execution of illegal script drivers (memory monitoring), and prevents changes to the
configuration of the registry key requests [20].

2.3.4 Industrial Defender, HIPS
The CoreTrace Bouncer 6-based host intrusion prevention system (HIPS) is an intrusion prevention
system for whitelist-based control systems, which has been provided to global smart grid power
equipment companies such as ABB, GE Energy, and Itron. It supports Windows embedded OS, Linux,
Unix, controls whitelist-based application installation operation, minimizes network traffic impact, and
adds the whitelist dynamically when updating software. It also adopts the DAC model [20].

2.4 CVE-2019-0641 Vulnerability
A Google researcher discovered security vulnerability in the handling of the whitelist by Microsoft
Edge. This vulnerability allows site addresses to be loaded in the Edge browser through a secret whitelist
that has no user interaction. An attacker can ignore the whitelist created by the user and randomly load
the content. The same vulnerability is present in Windows Embedded 10, where Edge can be used in the
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embedded OS. Microsoft Security Response Center provided security updates to control this issue [21].
However, whitelist-related security issues are likely to continue, unless the structural weakness of the
whitelist is addressed.

3. Design and Implementation of a File System Filter Driver
Applied with MAC
3.1 Overview
The security system of the whitelist MAC model proposed in this study comprises three functions.
Initially, a file system filter driver should be implemented to include these functions. For implementation,
we refer to the file system filter driver described in Section 2. The components include policy setting,
access control, and log management
Fig. 8 shows the overall structure of the design and implementation of the file system filter driver based
on the MAC model.

Fig. 8. Overall structural diagram.

3.2 Policy Setting
In order to set the policy, communication between the kernel mode and user mode should be
established, for which a kernel port is required. Based on the implementation described in Section 2.1.4,
a kernel port is configured to store the security policy in the file system filter driver and an alternative
data stream (ADS) area. As shown in Fig. 9, the kernel port is required for policy setting. The policy of
the subject is stored in the file system filter driver, and that of the object is stored in the ADS area.

Fig. 9. Policy setting through a kernel port.
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3.2.1 Policy setting – process type
Storing the policy in a process type is a function of the subject. Policy setting for the subject is
implemented in a process type because the subject has access to the object, similar to file access by the
process. The security policy is set by storing it in the filter driver memory through the kernel port. On the
left of Fig. 10 is a flow chart that shows the sending of the security policy of the subject to the file system
filter driver through the kernel port in the user mode. On the right is a screen, which shows that the
security policy is set to the cmd.exe process for clearance_1 and category_A.

Fig. 10. Security policy setting of the subject.

3.2.2 Policy setting – file type
Storing the policy in a file type is a function of the object, and the security policy is set in a text file by
storing it in the ADS area of the object file through the kernel port. On the left of Fig. 11 is a flow chart
that shows the sending of the security policy of the object to the ADS area through the kernel port in the
user mode. On the right is a screen, which shows that the security policy is set to the c:\test\test.exe file
for clearance_3 and category_B.

Fig. 11. Security policy setting of the object.

3.3 Access Control
Access control is a function that determines whether access to the files requested by a Windows user
is to be restricted, according to the security policy.

3.3.1 Security label extraction
In file access control, the parent process is the subject and the file requested for execution is the object.
For a subject to access the object, the security labels of the subject and object are compared to determine
access control according to the BLP security rules. For this, it is necessary to extract the security labels
of the subject and object. The subject policy extraction function fetches the security policy from the ADS
842 | J Inf Process Syst, Vol.17, No.4, pp.834~850, August 2021
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area set in the policy setting of the parent process, as shown in Fig. 12.
In this study, the security labels are extracted using the IRP_MJ_CREATE routine function described
in Section 2.1.4. This function maps the memory to the file system driver to process the file requested for
execution. Using this function, the handle value is obtained through the process identifier (PID) of the
parent process in the IRP structure, and the security label is extracted by accessing the ADS area of the
file with the obtained handle value.

Fig. 12. Security label extraction.
In Fig. 13, by fetching the ntfilehandle structure through the ZwOpenFile function and extracting the
security label with the ZwReadFile function, the clearance and category are mapped to the security label
and stored in the ADS area. For object policy extraction, the security policy is extracted from the file
requested for execution in the user mode, using the same routine function that extracts the subject policy.

Fig. 13. Policy extraction.

3.3.2 Security-label comparison algorithm
The security label is registered by adopting the BLP model. It is a combination of clearance and
category and abides by the two principles applied in the BLP model. There are no read-up and no writedown, and the proposed security system complies with the same MAC-based security policy. No readup indicates that the subject cannot read and write simultaneously to an object with higher clearance. No
write-down indicates that the subject cannot write to an object with lower clearance. If the clearance of
the subject and object are the same, reading and writing are allowed. We applied rules to prevent information
flow from high to low clearance for maintaining the confidentiality of the information. No read-up and
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no write-down are applicable to a category, in the same manner. No read-up indicates that reading is not
allowed, if the category of the subject belongs to that of the object, whereas no write-down indicates that
writing is not allowed, if the category of the object belongs to that of the subject. If the category of the
subject and object are the same, reading and writing are allowed. The flowchart of the security-label
comparison algorithm to which these BLP security rules are applied is shown in Fig. 14. It compares the
categories of the subject and object. If the category of the subject belongs to the category of the object or
is the same as that of the object, it proceeds to clearance comparison. If the category of the subject does
not belong to the category of the object, no read-up is applied. Next, it compares the clearance of the
subject and object. If the clearance of the subject is higher than that of the object, no write-down is
applied. If the clearance of the subject is lower than that of the object, no read-up is applied. If the
clearance of the subject and object are the same, all access is allowed. However, if the clearance of the
subject belongs to that of the object, no write-down is applied.

Fig. 14. Security label comparison algorithm.

Fig. 15. Security label comparison.
In the comparison algorithm described using the source code depicted in Fig. 15, the categories of the
subject and object are first compared, before comparing the clearance. Clearance comparison complies
with the BLP model. If the clearance of the subject (s_cl) and object (o_cl) are the same (i.e., s_cl == o_cl),
all access is allowed. If the clearance of the subject (s_cl) is lower than that of the object (o_cl) (i.e.,
s_cl> o_cl), read access is denied by no read-up.If the clearance of the subject (s_cl) is higher than that
of the object (o_cl) (i.e., s_cl < o_cl), read access is allowed but write access is denied by no write-down.
The overall flowchart of the proposed access control is shown in Fig. 16. In a user application, the user
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passes the requested information to Kernel32.dll. The request information is first delivered to the I/O
manager. Subsequently, it is formed into an IRP structure and delivered to the file system filter driver,
before going to the file system driver. After the security policy of the subject (parent process) and object
(file requested for execution) are extracted, the access control result is determined through the policy
comparison algorithm. The extracted access control result is delivered to the file system driver. At this
point, the access control result and information are output to the log.

Fig. 16. Access control flowchart.

3.4 Log Management
This function collects the events generated through the security policy and access control, and stores
them as logs. In addition, it generates these logs in a file format such that the user can view the logs at
the user level.

4. Experimental
4.1 Test Environment
To verify whether the proposed system can prevent the vulnerability we aim to address, we built a test
environment and conducted access control tests. The tests were conducted by comparing two systems,
namely, the conventional system using HAURI Inc.’s WhiteSec and the proposed system. Test 1 was
conducted on a conventional whitelist-based security system, whereas Test 2 was conducted on the proposed MAC model-based security system. The test environments built for Test 1 and Test 2 are specified
in Table 1. The Windows embedded OS was commonly installed in both test environments.
Table 1. Test environments
OS
CPU
RAM
Installed security
system
Purpose

PC for whitelist-based filter driver test
Windows Embedded OS POS Ready7 x64
VMware Workstation 14 Core 2
2 GB
WhiteSec 1.3 of HAURI Inc.

PC for MAC-based filter driver test
Windows Embedded OS POS Ready7 x64
VMware Workstation 14 Core 2
2 GB
MAC-based file system filter driver

Whitelist-based test

MAC-based test
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4.2 Test Process and Results
Test 1 intends to show the vulnerability of the conventional whitelist DAC-based security solution in
the Windows embedded OS, whereas Test 2 intends to demonstrate how the proposed MAC-based
security solution tackles the vulnerability exposed in Test 1. In the Test 1 scenario, by capturing the rights
of the whitelist, an attacker includes amalware.exe file inserted with unregistered malware into the
whitelist and executes the file.
The Test 1 scenario is illustrated in Fig. 17. malware.exe, which can be executed through the command
prompt, is deliberately stored in the Windows embedded OS. The attacker of the OS includes malware.exe
in the whitelist by capturing the access rights to the whitelist containing cmd.exe and executes
malware.exe through the command prompt.
If malware.exe is a real malware sample, the entire system will be infected by the malware. Thus, there
is vulnerability in the DAC model, where in the entire security system can be neutralized, if the whitelist
is captured.
Test 2 is conducted on the Windows embedded OS, where the proposed MAC model-based whitelist
security system is installed. The security label of the cmd.exe file is set to clearance “1” and category
“A,” as shown in Fig. 18.
The Test 2 scenario is as follows. malware.exe is deliberately stored in the system, and can be executed
through cmd.exe. The initial security label of malware.exe is set to clearance “9” and category “C” by
the proposed security system.

Fig. 17. DAC model-based whitelist security system test.

Fig. 18. Security label setting.
The attacker captures the access rights to the security policy of malware.exe and sets malware.exe to
the highest clearance “1,” as depicted in Fig. 19.
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The attacker executes the malware.exe file through cmd.exe, but access is blocked by the proposed
security solution, as shown in Fig. 20.

Fig. 19. MAC model-based security system test.

Fig. 20. Access control results.

5. Conclusion
Currently, Windows embedded OS has the largest share of the industrial system market, and domestic
and foreign IT security companies are releasing whitelist-based file system filter drivers for system
security. However, as the products entering the market are based on the DAC model, they are vulnerable
with respect to protecting the policy. Attackers can capture the access rights by taking advantage of this
vulnerability, and can wreak havoc on the entire system. Therefore, there is a need to improve the security
of the file system filter driver.
When the ownership or policy of the subject is captured, which is the vulnerability of the DAC model,
there is a risk that the rights of all the objects owned by the subject may be captured. The duplicate
whitelist method, which is one of the methods for preventing this vulnerability, includes a policy that the
programs are registered on and a policy used when updating. The former policy is not exposed, but the
latter policy is exposed. Thus, it is safer than single-policy management. However, because of the nature
of the DAC model, only the subject has access rights to the object. Thus, if the ownership of the subject
is captured, there is a high possibility that the entire object can be captured.
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In this study, we designed a Windows embedded OS security system based on the MAC model and
introduced a method for preventing vulnerability of the access rights set for the subject alone. The
proposed system sets access rights for both the object and subject, and restricts access by comparing the
policy of the subject and object. Further, the proposed system was designed to store the events generated
during access control. In order to verify whether the proposed system could address the vulnerability of
the conventional system, we setup a test environment and performed access control tests. The test results
demonstrated that because the rights for both the subject and object were determined and the access rights
were granted by comparing the security labels, external attackers were prevented from capturing the
access rights.
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