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Abstract—Bivium is a simplified version of Trivium, a hardware profile finalist of the
eSTREAM project. Bivium has an internal state size of 177 bits and a key length of 80 bits.
In this paper, a guess and determine attack on this cipher is introduced. In the proposed
method, the best linear approximations for the updating functions are first defined. Then
by using these calculated approximations, a system of linear equations is built. By
guessing 30 bits of internal state, the system is solved and all the other 147 remaining
bits are determined. The complexity of the attack is O (230), which is an improvement to
the previous guess and determine attack with a complexity of order O(252.3).
Keywords—Bivium, Guess and Determine Attack, Stream Ciphers, Linear Approximations,
Entropy

1. INTRODUCTION
Cryptography is the practice and study of hiding information. It uses two main styles of encryption: symmetrical and asymmetrical. Symmetric algorithms use the same key for encryption
as they do for decryption, while asymmetric algorithms use two different keys for encryption
and decryption.
Symmetric cryptography schemes are generally categorized as being either stream ciphers or
block ciphers. Stream ciphers generate a very long keystream and use it to encrypt a single bit,
byte or word at a time. A block cipher encrypts one block of data at a time using the same key
on each block. In general, a plaintext block will always encrypt to the same cipher text in a
block cipher, whereas the same plaintext will encrypt to a different cipher text in a stream cipher
using the same key.
A stream cipher is a symmetric key cipher where plaintext bits are combined with a pseudorandom cipher bit stream by a specific function. Stream ciphers typically execute at a higher
speed than block ciphers and have lower hardware complexity.
A stream cipher generates successive elements of the keystream based on an internal state.
This state is updated in two different ways: if the alterations of the state are independent of the
plaintext or cipher text messages, the cipher is defined as a synchronous stream cipher. Otherwise the algorithm will be a self-synchronizing stream cipher in which the state is updated according to the previous cipher text digits. While stream ciphers do not propagate transmission
errors, they are, by their nature, periodic so the keystream will eventually be repeated.
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In 2004, the European Network of Excellence in Cryptology (ECRYPT) launched a project on
stream ciphers, eSTREAM [1], with a focus on introducing practical stream ciphers with an
acceptable level of security. The main evaluation criteria were likely to be long-term security,
efficiency (performance), flexibility and market requirements.
The project was launched in two profiles: software and hardware. Software profile candidates
were meant to be stream ciphers for software applications with high throughput requirements.
Hardware profile candidates were to be designed for hardware applications with restricted resources such as limited storage, gate count, or power consumption.
Bivium [2] is a simplified version of Trivium [3], a synchronous stream cipher submitted to
this project as a hardware profile candidate. Trivium has been selected as one of the portfolio
finalists. Bivium has less internal state variables. Security, speed and simplicity are three important characteristics of its design. The previous guess and determine attack on Bivium was performed by McDonald, Charnes, Pieprzyk [4], with a complexity of order O (252.3).
Due to Bivium's low nonlinearity and existence of linear approximations with good bias, we
were able to perform a guess and determine attack on this cipher with a complexity of order O
(230).
This paper is organized as following: In the next section a description of the Bivium stream
cipher is given. The proposed guess and determine attack on Bivium is described in section 3
and section 4 provides a comparison between related works, and finally section 5 concludes this
paper.

2. CIPHER SPECIFICATION
The internal state of Bivium consists of 177 bits initialized by an 80-bit key and an 80-bit IV
during an initialization phase. In every step, two bits are updated according to nonlinear update
functions and the others are updated as in a linear shift register.
Throughout this document ‘+’ and ‘.’ operators will denote addition and multiplication over
GF (2), respectively.

2.1 Keystream Generation
Denoting the state variables by st1 , st2 ,..., st177 , the keystream generation is described according
to the following pseudo-code [3]:
for i = 1 to N do
t1 ← s66 + s93
t2 ← s162 + s177
zi ← t1 + t2
t1 ← t1 + s91 ⋅ s92 + s171
t2 ← t2 + s175 ⋅ s176 + s69
( s1 , s2 ,..., s93 ) ← (t2 , s1 ,..., s92 )
( s94 , s95 ,..., s177 ) ← (t1 , s94 ,..., s176 )
end for
We will denote ( st1 , st2 ,..., st93 ) by (at1 , at2 ,..., at93 ) and ( st94 , st95 ,..., st177 ) by (bt1 , bt2 ,..., bt84 ) . The ci-
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Fig. 1. Bivium Keystream Generation Algorithm

pher is updated according to the pseudo-code shown in Fig. 1.

2.2 Initialization
In the initialization phase, the cipher is clocked 4×177 times without generating any output.
This process can be summarized by the pseudo-code shown in Fig. 2.
The key generation process is illustrated in Fig. 3 [5], where Bivium is illustrated as a truncated version of the Trivium cipher.

Fig. 2. Initialization Algorithm

Fig. 3. Bivium and Trivium stream ciphers [5]
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3. GUESS AND DETERMINE ATTACK
In this section, the guess and determine attack on Bivium is described. Guess and determine
attack [6] is a class of structural attacks which have been applied to some stream cipher algorithms such as Sober [7], Snow [8] and Polar Bear [9]. This attack consists of several steps.
Firstly, the attacker should guess a part of the internal state. Next, the remaining part of the state
is determined according to the guessed values and the relations of the cipher. Finally, by running
the cipher which is loaded by the determined state, the produced sequence is compared with the
observed one. The equivalences between the two sequences mean that the guessed values are
correct; otherwise the adversary should guess other values and repeat the steps until the two
sequences become equal.
In the following, a guess and determine attack on Bivium is introduced. The idea mentioned
in [10] is used as a key point in the proposed method.

3.1 Guess and Determine Attack on Bivium
According to the updating functions (1) and (2), after each time the cipher is clocked, two
new variables at1+1 and bt1+1 are produced. Moreover, two nonlinear equations (1) and (2) and
one linear equation (3) are generated.
As it was mentioned before, the internal state has 177 bits. So if the cipher is clocked for k
times we will have a system of k linear and 2×k nonlinear equations with 177+2×k unknowns. If
the output function (3) is considered, it can be concluded that if the cipher is clocked 66 more
times, there will be 66 extra linear equations related to the output functions which add no more
unknowns. In other words, these 66 equations are linear relations of the 177 internal state bits.
So there will be k+66 linear equations.
According to the equations (1) and (2), the updating relations are nonlinear with a degree of 2.
As the truth table in Fig. 4 verifies, the multiplication of two bits can be substituted with zero,
with a probability of ¾.
Therefore reducing the nonlinear updating relations to:
at1+1 = bt69 + bt84 + at69

(4)

bt1+1 = at66 + at93 + bt78

(5)

The entropy [11] of both equations (4) and (5) is equal to 0.811:
H ( p) = − plogp − (1 − p )log (1 − p ) = −0.75log 0.75 − 0.25log 0.25

Fig. 4. Truth Table for multiplication of two bits
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So the relations (4) and (5) give 2×(1-H(p)) = 2×0.189 bits of information to the attacker.
If we replace the nonlinear terms with zero, the updating functions will become completely
linear. So, the number of linear equations will be 3×k+66. Replacing the nonlinear terms with
zero and using the information given by its entropy, 0.189×2k bits are determined. By subtracting the information obtained from linearization of the equations, the number of unknowns will
be 177+2×k-0.189×2k. For solving the system, the number of equations should be greater than
the number of the unknowns:
3k + 66 > 177 + 2k − 2 × 0.189k → k > 80.55

(7)

In the proposed method, we assume that the updating functions are linear. As these equations
are used k times, the probability that all these 2×k equations are linear, is:
p = 0.752 k

In order to verify our assumptions, we should try 1/p bits of keystream sequence. So, the data
complexity is equal to O(1/ p ) . Since the security level of Bivium is 80-bits, the complexity
should be smaller than O(280 ) .
2klog 2 (4 / 3) < 80 → k < 96.37

(8)

If we compare the two bounds for k found in (7) and (8), it can be concluded that
80.55 < k < 96.37 . If we decrease the number of unknowns, data complexity will be reduced. If
we guess n bits the number of unknowns will be 177+1.622×k-n. For solving the new system:
3k + 66 > 177 + 2k − 0.189 × 2k − n → k > 80.55 − n

(9)

Different numbers can be chosen for n. The number n defines the number of guessed bits.
Since the security level of Bivium is 80-bits, n should be less than 80. The time complexity is
equal to the complexity of guessed bits O(2n ) . If we choose n=30, k will be 50.55. According to
(9), the value of n affects data complexity, and therefore, there is a tradeoff between values of k
and n. By comparing previous attacks, which will be introduced briefly in the next section, we
choose n=30 in order to propose a better attack.
Based on the value of n, the complexity of our attack is O (230). For applying our attack, we
need O (241.96) bits of keystream. The computation complexity can be reduced by increasing data
complexity. Since the base 2 logarithm of this complexity is less than the key length, our attack
can be claimed to be a successful one.

4. RELATED WORKS
In [2] Borghoff, Knudsen and Stolpe proposed a new approach to solve the system of equations for internal state recovery of Bivium using combinatorial optimization with an estimated
time complexity of 264.5 seconds. In [12], Raddum proposed an algebraic attack on Bivium using
Minisat for solving the system of nonlinear equations, with time complexity of 256 seconds.
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Table 1. Attacks on Bivium
Analyzers

Type of Attack

Borghof,Knudse, Stolpe

State Recovery Attack

O(264.5)

Raddum

Algebraic Attack

O(256)

McDonald, Charnes, Pieprzyk

Guess and Determine Attack

O(252.3)

Maximov, Biryukov

State Recovery Attack

O(251)

Maximov, Biryukov

Distinguishing Attack

O(232)

Noferesti, Rohani, Mohajeri, Aref

Distinguishing Attack

This Paper

Guess and Determine Attack

Complexity

O(230.79)
O(230)

McDonald, Charnes and Pieprzyk [4] introduced a type of guess and determine attack on
Bivium with a complexity of approximately O (252.3). Given a minimal amount of keystream,
MiniSat determined the remaining unknown state, leading to complete key recovery. The authors convert the problem of solving a system of nonlinear equations over GF(2) into a corresponding SAT-problem. In [5], Maximov and Biryukov performed a state recovery attack on
Bivium with a complexity of order O (251). They showed that Bivium’s internal state can be
recovered given the keystream. They also introduced a distinguishing attack with a complexity
of order O (232) [5]. For applying their method, linear statistical methods are applied. In [13],
Noferesti et al. performed a distinguishing attack with a complexity of order O (230.79). The current attack is a guess and determine attack with a complexity of O (230) which is the best among
all. A summary is given in Table 1.

5. CONCLUSION
In this paper, we concentrated on a guess and determine attack applied to the Bivium stream
cipher, which is a simplified version of Trivium, one of the hardware profile finalists of the
eSTREAM project.
The attack is based on approximating the nonlinear update functions of the cipher with linear
relations and solving a system of equations. The complexity of the attack is O (230). It seems
replacing the updating functions with ones which have linear approximations with lower probabilities, may strengthen the algorithm against this attack.
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